KA3AH IIOhOPE
MYHHIUITAJIb BEPOMIJIEI'E
BAIIKAPMA KOMHUTETDI

3AMECTHUTEJIbL PYKOBOJHTEJIA
NCITIOJIHUTEJIBHOI'O KOMHUTETA
MYHUIIHUITAJIBHOI'O ObPA3OBAHMA

I'OPOJIA KA3AHU AKUTOKUYECE YVPBIHBACAPDBI
Kpemnesckas yii., 1.1, r.Kazans, Kpemis yp., | fiopt, Kazan m.,
Pecmyommxa Tataperan, 420014 Tarapctan Pecmy6muxacer, 420014

Ten. (843) 299-15-45, daxc (843) 299-15-46, e-mail: rik.kazan(@tatar.ru, www.kzn.ru

Ne PykoBoaIuTEISIM OPraHoB
HaNe 22916/30-05-01 ,, 26.08.2024 N cnoJHUTEIHLHOT0 KOMUTETA
r.Kazanm u MyHHIHMIATbHBIX
y4pexaeHun

YBaxaemblii PykoBoaurein!

B mensx mNOBBIIIEHHUS OCBEIOMIIEHHOCTH IO BOIIpOcaM HMH(OpPMAMOHHON
O0e3zomacHocTH, Mpoury Bac 03HaKOMHTH € MpuiIaraeMbIMd WH(OPMAIMOHHBIMU
MaTepuajJaMH [0 OCHOBaM MH(OPMAIIMOHHOW 0e30MacHOCTH U Oe3omacHoi pabore ¢
AJIEKTPOHHOM TIOYTON (Hajmee — Marepuanbl) BCEX COTPYAHHUKOB, BKIIIOYAS
[10JIBEJOMCTBEHHBIE YUPEXKJICHUS, a TAKKE OpraHU30BaTh pabOTy MO 03HAKOMIICHHUIO
C MaTepHuajlaMyd BHOBb IPUHUMAEMBIX Ha padOTy COTPYIHHUKOB.

Nudopmaruio o mpojenanHoi paboTe MpoOITy MPEACTaBUTh B YIIPaBJICHHUE
MH()OPMAIMOHHBIX TEXHOJOTMN U cBsi3u McnonnutensHoro komurera r.Kazanu He
nozaHee 27.09.2024.

[Tpunoxenue: 1) uadpopmanrionusie MmaTepuainl Ha 155 1. B 1 3K3.

2) peKOMEHIallUM 10 PACIO3HABAHUIO (DUITMHTOBBIX MTUCEM Ha
31 81 3K3.

HUcnonnsawommii 0093aHHOCTH —
HAYaJbHHUK YIpaBJIeHUsA
HH(OPMALMOHHBIX TEXHOJIOITMH U CBA3HU N.N.Canum3siHOB

T.H.Canerun, 8(843) 299-15-63

[okymeHT co3aaH B anekTpoHHon chopme. Ne 109946-Cn ot 16.09.2024. UcnonHutens: CaneruH T.H. 0 AIEKTPOHHbINA
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UHdopmaLmua — 0UeHb LIeHHbIN pecypc,
W ee HY)KHO YMeTb Hafie)XXHO 3aLuLLaTb.

[1o AaHHbIM MuHUMpbI 3a 2023 rog,
60nbLLE NONOBUHbI BCEX YTEYEK
NPOMCXOAUT MO BMHE COTPYOHUKOB.
[laxke yTeyka no He3HaHUK MOXeT
NoB/ieYb LUTPadbl U CaHKLMK

[loKyMeHT co3fiaH B anekTpoHHol opme. Ne 109946-Cn o1 16.09.2024. VcnonHuTens: CanervH T.H. . 0 INEKTPOHHbIA
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KubepbesonacHocTb

(undopmaumonnas 6esonacHocTb)

Y10 310?

W3 Ykasa Mpe3sngenta PO ot 05.12.2016 N 646 <06
yTBEpPXAEHUN [LOKTPUHBI MHPOPMALMOHHON 6e30nacHOCTH
Poccuitickoit Degepaumnms:

WHdopMaLmuoHHasa 6e30MacHOCTb — COCTOSIHUE
3aLUMLLEHHOCTM IMYHOCTH, 06LLIECTBA W rocyaapcTBa OT
BHYTPEHHWX W BHELLHWUX UHHOPMALIMOHHbIX Yrpo3, Npu
KOTOPOM 06eCneyunBaloTCs peannsaums KOHCTUTYLMOHHbIX
npaB 1 cB06OS YeN0BEKA W rPaXAaH1Ha, LOCTOMHbIE
KQ4eCTBO M YPOBEHb XW3HM rpaXxaaH, CyBEpEHUTET,
TepPUTOPUANbHas LLeNoCTHOCTb M YCTOWYMBOE COLMANbHO-
3KOHOMUYeckoe pa3sutue Poccuiickon Qepepaunu, 060poHa
n 6e30nacHOCTb rocyfapcTea

MoueMy 3T0 BaXXHO?

3HaHue KnbepbesonacHOCTM NOMOraer:

3awmLaTtb KoHGUAEHUMANbHbIE AAHHbIe
Pacno3HaBaTb aTaku MET00M COLUANbHOM
WHXEHEPUMN U 3aLUMLLATLCA OT HUX
(DopMupoBaTh YCTONYMBYIO KYNbTYPY
6e30MacHOCTM KOMNAaHUN

O6bHapyXuBaTb U NPea0TBPALLATb BHYTPEHHUE WU
BHELLHME Yyrpo3bl

YMEeHbLLATb KONIMYECTBO OLUNOOK N0 HE3HAHMIO
[oBbILIATb PEUTUHT KOMMNAHWUK

[okymeHT co3aaH B anekTpoHHon copme. Ne 109946-Cn ot 16.09.2024. Ucnonnutens: CanernH T.H.
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KubepnpectynHoctb

Y10 3T10? louyeMy 3T0 BaXKHO?

KubepnpecTynHocTb — N11060e NpecTynnexue,  [lpecTynHoCTb NPeaCcTaBNAeT 0NacHOCTb Kak B

COBEpPLUAEMOe 3/1eKTPOHHbIM CMOCOHOM. peanbHON XM3HU, TaK W B CETH

MoXeT BKNoYaTh B cebs: * OcHoBbl KM68p6830I’IaCHOCTVI Moryt BO MHOroM
NoMoYb ybepeub BaLLK JaHHbIE OT NONaAaHus B PYKu

* Kpaxu 3/10YMbILLNEHHUKAM

e MoLeHHnYecTBO
*  MaHunynguuu

MpuMepbl KubepnpecTynieHuit

*  Kpaxa nn4HbIX AaHHbIX

e (DMHAHCOBAg Kpaxa

» Kpaxa v npoaaxa KopnopaTUBHbIX AaHHbIX

«  KubeplanTtax (TpeboBaHne aeHer ang npefoTBpaLLeHus Knbepartaku)

+  ATaKM Ha COTPYAHUKOB 1 KOMMNAHMIO (DULLIMHT, CMULLMHT, BULLIKMHF, TPOrpaMMbl-BbIMOraTenu, ataki rpy6oi
CW/IO, yCnyra 3a yenyry)

[loKyMeHT co3fiaH B anekTpoHHol opme. Ne 109946-Cn o1 16.09.2024. VcnonHuTens: CanervH T.H. 0 3IEKTPOHHbINA
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Buabl nupopmauuu

WUHdopMaLusa orpaHuYeHHOro O6wenocTynHas
AOCTYyna uHdopmauus
F:] [0CYnapCTBEHHas TaitHa @ WHdopMaLws, 4OCTYN K KOTOPOIA He MOXET

B6bITb OrpaHnyeH

|'E'| KoHbWAEHUManbHas MHGOPMALKS o WHas nHdopmaLms

[okymeHT co3aaH B anekTpoHHon copme. Ne 109946-Cn ot 16.09.2024. Ucnonnutens: CanernH T.H.
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Tunbl KOHPUAECHUNANBHOW UHPOPMALUK

MepcoHanbHbie faHHbIe KomMmepuyeckasi TalHa CnyxebHad TanHa

@. 1. 0., anpeca, TenedoHbl, MaTeHTbl, M306peTeHus, CnyxebHble CBELEHNS, AOCTYM K KOTOPbIM

nacnopTHble aHHbIE, TEXHONOr UMK, PeLenTsbl, OrpaHWYeH OpraHaMu rocyaapCTBEHHOM BNaCTU B

MeQULMHCKNE CBEAEHNS anropuTMbl COOTBETCTBUM C [paXKaaHCKUM KOAEKCOM
Poccuiickoit Qenepaumnn n denepanbHbiMU
3aKOHaMu

CBepeHus, cBs3aHHble C CBepieHus 0 CYLLHOCTH TallHa cnepcTBus U CYAONPOM3BOACTBA

npogeccruoHanbHOM n3obpertenus c .

LeATENbHOCTbIO , BEEHMS,, COCTABNAOLLME TalHY CNeLACTBMUS U

CeepeHna nonesHon mogenu unu  CyAoOnpou3BOACTBA, CBEAEHUA O

Bpaue6Has, HoTapuanbHas, NPOMBILLNIEHHOr0 06pasua 0 3almuaeMbix nmvuax n Mepax )

a[iBOKaTCKas TaliHa, TailHa odawumaanon nyﬁnMKaumm rocynapCTtBeHHOU 3aLluThbl, OCyLLecTBngeMon

Nepenuckm, TenedoHHbIX MHDOPMALMN O HUX B COOTBETCTBMM C HOPMATUBHONPABOBbLIMU

NepEroBOPOB, MOUTOBbIX aktamu Poccuitickoit Qepepalmm

OTNPaB/IEHNNA, TENerpapHbIX Uu

[loKyMeHT co3fiaH B anekTpoHHol opme. Ne 109946-Cn o1 16.09.2024. VcnonHuTens: CanervH T.H. 0 3IEKTPOHHbINA
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3aKkoHoaaTenbCTBO B 06N1aCTH
KubepbesonacHocTu

3a HapyweHue 3aKoHoB B cdepe KubepbesonacHocTi MOryT

rpo3uTb Cepbe3Hbie NocaeacTeus

Ins coTpyAHuKa:

» JlucumnnuHapHas OTBETCTBEHHOCTb

» [paxpaHCcKo-npaBoBasi OTBETCTBEHHOCTb
*  AOMUHMCTPATUBHAS OTBETCTBEHHOCTb

*  YronoBHasi OTBETCTBEHHOCTb

o lltpad

*  YBONbHEHUE

Ilng opraHusauum

tOpuanyeckas 0TBETCTBEHHOCTb
WTtpad

KoMneHcauus

Yuiep6 penytaumu

HapylueHue 3aKN0YeHHbIX AOr0BOPOB

[okymeHT co3aaH B anekTpoHHon copme. Ne 109946-Cn ot 16.09.2024. Ucnonnutens: CanernH T.H.
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lMoTeHuUaNbHO ONacHble AEeUCTBUS

Bbl cnyyaitHo 0TNPaBUAK 3NEKTPOHHOE NUCHMO Te3Ke
LieNIleBOro NonyyaTens B APYryto KOMNaHuio

Bcerzia npoBepsiATe nosyyatens ABaxabl npu
0TNpaBKe NMCcbMa

Bbl y3Hanu 0T KOHTPAreHTa, YT0 M3-3a XaKepCKOM ataku
NHdOpMaLMs 0 NapTHepax bbina CKOMNpPOMETUPOBaHA. HO Bbl He
coobLwmnun 06 nHUMoeHTe cneumanuctam no UT

HemenneHHo coobLuanTte 0 NbbIX MHUMOeHTax B UT-otoen

Bbl noTepsnu nponyck 0T BX0Aa B 0GUC 1 HUKOMY He CO06LLMm
06 3T0M (MK CO06LLMAN HECBOEBPEMEHHO)

ObeperanTe NpoNyCK W He NepefaBanTe ero HUKOMy. B cnyyae
noTepu cpasy coobuyute 06 aToM B UT-0TREN

Bbl nponycTunm Kypbepa, KOTOpbIA CKasar, YTo npuexan 0TaaTh
LOKYMEHTI

Hukoraa He nponyckanTe NOCTOPOHHMX L. OTBOAMTE KYpbepOB
1 NOCETUTENEN K OXPaHE WK CTOWKE perncTpaumm

Bbl onybnmkoBanu Ha npodeccuoHanbHoM Gopyme AaHHbIe 06
YCTPOMCTBE paboymx CUCTEM. XaKepbl COXPAHUIN BALLK AAHHbIE
1 NPOAAIOT UX B lApKHETE

ByabTe BHUMATE/bHBI K TOW MHGDOPMALIMK, KOTOPYHO
cobupaeTech ny6nukoBaTth. ECiv Bbl y3HaNM, YTO AaHHbIE
YTEK/M, Cpasy xe cooblyute 06 3tom B UT-0T1AEN

Bbl cKonMpoBanu KOHUAEHLNANbHBIE AOKYMEHTbI B INYHOE
061a4HOE XpaHUNULLE, KOTOPOE B3N10MaN 3N10yMbILLNEHHUKM

He KonupyinTe HMKakue paboune AaHHbIE HA NUYHbIE YCTPOMCTBA
WK B IMYHOE 06/1a4HOE XPaHUNULLE

Bbl 0CTaBUAM CBOM KOMMBLIOTEP Pa36M10KMPOBAHHBIM W YLLAN
Ha 0ben

Bcerna bnokupymnTe BCe YCTPOWCTBA NEPEA TeM, Kak
NOKMUHYTb paboyee MecTo

[okymeHT co3aaH B anekTpoHHon copme. Ne 109946-Cn ot 16.09.2024. Ucnonnutens: CanernH T.H.
Ctpanuua 8 n3 160. CtpaHuua cosgaHa: 14.09.2024 13:28

Il INIEKTPOHHBIN
=¥ TATAPCTAH



Yro Tpebyercs oT Bac

M

3HaTb, YTO yrpoxaet 3HaTb npaBuna PaboTaTh, CO6110Aas 3TH
OpraHu3aLmu 6e30nacHOCTH npasuna

BbinonHexne 3TuX Tpe60BaHNit NOMOXKET 3aLUTUTb OPraHU3aLMIo,
KOMMbIOTEpHbIe CUCTeMbl U AaHHbIe rpaXaaH (KnuenTos)

[loKyMeHT co3fiaH B anekTpoHHol opme. Ne 109946-Cn o1 16.09.2024. VcnonHuTens: CanervH T.H. 0 3IEKTPOHHbINA
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Cea3b ¢ UT-oTaenom

YT06bI NPeLOTBPATUTL PACMPOCTPAHEHNE aTaKy N0 BCEM

& COTPYOHUKaM, coobLiaitTe B T-0Taen BCe, YTO KaxXeTcs
BaM Nof03puUTenbHbIM. YeM bbicTpee yaacTes
npeaynpeantb 06 3TOM BCEX, TEM MeHbLLE LLIAHCOB Ha
yCnex Y 3/10yMbILLNIEHHUKOB

@ Balum HabnoaeHUS — LeHHbIN UCTOYHUK 3HAHWUI ONd
WUT-otoena

YeM BblLLIE YPOBEHb OCBEIOMIEHHOCTH COTPYIHMKA 0
6a30BbIX NpaBuIax KMbepbe3onacHOCTH, TEM MEHbLLIE
BEPOATHOCTb peann3aLunn ataku

[okymeHT co3aaH B anekTpoHHon copme. Ne 109946-Cn ot 16.09.2024. Ucnonnutens: CanernH T.H.
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O6patutecb B UT-otaen, ecnu

1 2 3 L

Monyunnu BBenu fiaHHbIE Ha 3ameTnnu CoBepLunny oLwn6Ky, KoTopas
NOLO3PUTENBHOE  NOJO3PUTENIBHOM CalTe NOLO3PUTENbHYIO MOrna NPUBECTHU K PAacKpPbITUIO
nUCbMO WK NpocTo noceTnnun aKTUBHOCTb Ha CBOEM KOHUAEHLMANBHON

TaKoi canT KOMMblOTEpe MHGOpMALUK

) 6 7

Hawwnu pneLuky unm 3aMeTunu Ntobble UHble Y Bac ecTb BONpOCHI,
Apyroe Hen3BecTtHoe Yyrposbl, CB43aHHble C CBdA3aHHbIe C 3aLL|,|/1T0|71
0bopynoBaHue Knbepbes3onacHOCTbIO UHdopMaLum

[loKyMeHT co3fiaH B anekTpoHHol opme. Ne 109946-Cn o1 16.09.2024. VcnonHuTens: CanervH T.H. 0 3IEKTPOHHbINA
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Pa6ota ¢ UHTEpHETOM

Kubepbe3onacHOCTb OpraHu3aLMm -0CHOBA e€ ycrnexa

YMeHWe COTpYAHMKA NPaBUIbHO paboTaTh

@ B UHTEPHETE, BOBPEMS CO06LLaTh 06
aTakax 4 3HaTb, KaK NPeaoTBpaTUTL
BO3AENCTBUE MOLUEHHUKOB, MOMOXET
3aLlUMTUTb OpPraHu3aLmto

Lz

B 3NIEKTPOHHbIH

[okymeHT co3aaH B anekTpoHHon copme. Ne 109946-Cn ot 16.09.2024. Ucnonnutens: CanernH T.H.
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1. MipoBepsanTe aApecHyo CTPOKY

«  Ecnu Bbl co6MpaeTech BBOAUTbL Ha CaiiTe BaXHY MHGOPMALMIO, NPOBEPbTE ero

afipec B afipecHoil CTpoke bpay3epa

«  Bce npuembl C NOAAENKON aapeca pacCunTaHbl Ha HEBHUMATENIbHOCTb U CMELLKY

nonb3oBatend

« Anpec caifTa oTo6paxaercs B CTpoke 6pay3epa, KOrna Bbl Tyaa 3axogute
»  byabTe 0CTOPOXHbI: BHELLUHWIA BIA, CCINKM U TO, KYAa OHa B 1EACTBUTENbHOCTY BE/IET,

MOTYT He COBNnaaaTb

\
.=.‘ I % CbepBank gna dusuueckux amy - X
é

A

o* ,
A D Iﬁ OLWBKA: 33npnm EHH kI

C (1 https://www.sberbank.ru/ru/person
S
@ A HebezonacHo
L
N AN _/
[loKyMeHT co3fiaH B anekTpoHHol opme. Ne 109946-Cn o1 16.09.2024. VcnonHuTens: CanervH T.H. . 0 INEKTPOHHbIA
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2. 06palwante BHUMaHMe Ha ONOBeLLeHUS
aHTUBMPYCHOW NporpaMmbl U bpay3epa

ECnn aHTUBMPYC, YCTAHOB/IEHHbIW Ha BaLLEM YCTPOWUCTBE, NPEaYNnpexaaeT u
npegnaraer BobibpaTb, NEPEXOANTb UMK HET, 3TO NOBOL HACTOPOXXMUTLCS U HE
NepexoanTb Ha caiT. MonpobyiTe HaTK HYXHbIA BaM CailT MOBTOPHO U
nouLLMTe HeobxoauMy UHGOPMALMIO Ha APYriUX pecypcax

ﬁj Npobaema KOHOUASHUMANEHOCTH x | =+ \

Bawe NOAK/NOYEHWNE He ABNIAETCA 3aKpPbITbiM

3 Advmpie C ticcet.com (Hanpumep, Na

[okymeHT co3naH B anekTpoHHon copme. Ne 109946-Cn ot 16.09.2024. Ucnonnutens: CanernH T.H.
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3. MpoBepanTe CTPaHULLY HA HaNIMuMe
rpaMmaTnyeckux, opporpadmueckux u
An3ailHepcKux owmno6ok

J10BO/IbHO YACTO Pacno3HaTh MOLUEHHUKOB MOXHO MO HaNMUYMI0 FpaMMaTUYECKuX U
opdorpaduyeckmx owMBOK B TEKCTE CTPaHULL. KpynHbie KOMMaHUM UMEtoT B LUTaTe UK Ha
ayTCOpCHHre NpoeCcCOHaNbHbIX AM3aNHEPOB, KONUPANTEPOB, PefaKTOPOB i KOPPEKTOPOB,
KOTOpble CTPOro ciepdT 3a cobnoaeHnem npasun 0popMneHus caita

HacTopoXXutb A,0/1KHbI

HenpaBWIbHOE HAa3BaHUE OpPraHU3aLIMm

0bunne onevyaTok v oLLIMBOK

noexaBLUas BepCcTka

HenpaBWbHOE UCMONb30BaHME LBETOB B AM3alHE
HaNUYMe NOCTOPOHHMX 3IEMEHTOB AU3aiHa

[loKyMeHT co3fiaH B anekTpoHHol opme. Ne 109946-Cn o1 16.09.2024. VcnonHuTens: CanervH T.H. - 0 3IEKTPOHHbINA
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4. NMposepsinte Hanuume SSL-
cepTudukara

Ecnu B CTpOKe nepen aopecoM ectb 3HAYOK 3aM0OYKa, @ Nepes UMEHEM CalTa yKasaH
npoTtokon HTTPS, 3Haumt, caut umMeet SSL-ceptudukart, a COEauHEHNE MexXay CEPBEPOM U
bpay3epoM nonb30BaTens 3alMPpoBaHo 1 6e30nacHo

([D wp [lopran rocynapcreennbix ycnyr X | -+ \
@) %) https//www.gosuslugi.ru
[loKyMeHT co3fiaH B anekTpoHHol opme. Ne 109946-Cn o1 16.09.2024. VcnonHuTens: CanervH T.H. 0 3IEKTPOHHbINA
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lpoBepsuTte Hannumne SSL-cepTudukara

:' 0  w Mopranrocyaapersenbxycnyr X | \
@] ]  https;//www.gosuslugiru
KJ'IVIKHYB Ha 3aM0OYeK, MOXXHO Y3HaTb MR LT
bonbLue 0 BnagenbLe CepTMd)MKaTa. () Moaxnouenue saumuero >

HaXmute Ha KHOMKK «[1ogKnioyeHne
3aLLMLLEeHO» U «[ToKa3aTb CePTUDUKAT,
YTOObI YBUAETb HA3BAHWUE OpraHU3aLuy,

Eg Beibop ceptudukatos >

ﬁ Paspelwenna ana 31oro caita

Oaiine cookie U gaHHble caiTa >
KOTOPOM NPUHAANEXUT Cant
CH  3awmra ot oTcnexuBaHna ans 3TOMO caiTa 0
(YpaeHoBeweHHasn)
Cpeactea otcnesmsaHua (3abnokuposado 0) y
[okymeHT co3aaH B anekTpoHHon copme. Ne 109946-Cn ot 16.09.2024. Ucnonnutens: CanernH T.H. B I/IEKTPOHHbBINA
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lpoBepsuTte Hannumne SSL-cepTudukara

Ecnu B CTpOKe nepep, aapecoM — BOCK/IULATENbHbIA 3HAK B TPEYrONbHUKE U NpesynpexaeHue 0 ToM, YTo
COEANHEHMWE He 3aLUMLLEHO, 3HAUMT, Y canTa HeT SSL-cepTudukara.

JT0 03HAYaAeT, YTo canT
ucnonb3ayet npotokon HTTP (psg
bpay3epoB 0To6paxaer ero B
afpecHoit cTpoke).

Ha TakoM caiite Hebe3onacHo
BBOAMUTb JaHHbIE.

Cantbl 6e3 SSL-ceptudukaTa
nepenanT U NPUHAMAIOT AaHHbIE B
OTKPbITOM BU[IE, NOITOMY WX Nerye
nepexBaTUTb U NOAMEHUTb

Mpu nonyueHr
Heso3t
Cepeep DNS ¢
Server F
3T0 03Ha4aeT,

ANMUHWCTPATC

.

ﬁ [im] [ OlWMBKA: 3anpowenmeii URLE: X \

& (@] A\ HebezonacHo ticcet.com

Mpo ticcet.com

A

Moakntouexme K 3TOMY CaWTy HE 3aLUMIIEHO

Buibop ceprudukatos >

Paspewenna ana 3toro caita

Daiiner cookie U A3HHEIE CaHTa >

3awmTa OT OTCNEKMBAHWA ANA 3TOTO CanTa 0
(YpasHosewennas)

CpeacTea otcnexwvisaHna (3aBnokmposato 0) y

[okymeHT co3aaH B anekTpoHHon copme. Ne 109946-Cn ot 16.09.2024. Ucnonnutens: CanernH T.H.
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5. 06HOBASANUTE CUCTEMY U BCE NPOrpaMMbl

Y106b1 06ECNEYUTL 6830NACHOCTbL B MHTEPHETE, 06HOBASNTE bpay3ep. HoBblie Bepcuu
bpay3epoB COaepXaT UCNPABNEHUS YA3BUMOCTEM, KOTOPbIE MOTYT BbITb MCNO/b30BaHbI
3710YMbILLIEHHUKAMN NGO BPEAOHOCHBLIM NPOrpaMMHbIM 0becneyeHneM ans B3noMa
BALLINX YYETHbIX JaHHbIX UM YCTAHOBKM BPEAOHOCHbIX NPOrpamMm

(o nporpamme )

c Microsoft Edge

C  O6HoBnenwe Microsoft Edge (69%)

CkaunBaTb OOHOBAEHWNA YEpPe3 NMMUTHBIE NOAKNOYEHUA [

\ * | Y,
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6. U3yuute, Kakue cantbl MOryT coaepXxarb
noaaenbHyo ¢popMy BBOAA AAHHBIX

AN\ UT00bI N0Nb30BaTENM BBOAWIM HA CalTaxX CBOM
w [aHHble, MOLLEHHWUKI NPaBAONoOA06HO
NoAaenbiBaloT 3T CauThl

BHMMAaTeNbHO U3yYnTe CaiiT, NPex/e YeM BBOAUTL
R Ha HEM CBOM J1aHHbIe, N He NepexoamnTe no
MOLO3PUTENbHbIM CCbINKaM!
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MpuMepbl GULLIMHIOBBIX CaNTOB

@Bl )
(DULINHTOBbIN CalT — 3TO MOLLIEHHWUYECKMUIA )
- - - % CBEPID Nepsauin
NOAAENbHbIA CailT, KOTOPbIil BHELLHE HE OTNMYAEeTCS .
OT OpuUrnHana. BblgaeTt KnoHa TONbKO ero ajpecHas
CTpOKa :
ﬁ"\ ol + Jocyslyg a s v
o J
rocycnyru @) (5 sovow sbernbambcry 7 B \
Bxon 8 unTepHer-Gank
no QR-koay
=
N\ - J o J
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1. Ucnonb3yuTe CNOXXHbIe Naponu

YeM [/IMHHEE naponb,
TEM CNOXHEE ero B310MaTb

[ing 3anOMUHAHNS CIOXHbIX

O naposien ucnonb3ynTe
MeHeKep naponei unm

COBCTBEHHYIO NaMsTb
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8. CoxpaHsiite caiTbl B U36paHHOM

[lns 6e30MacHOCTM U SKOHOMUU BPEMEHN
COXpaHs1Te AOBEPEHHbIE CauTbl, C
KOTOPbIMYU Bbl NOCTOSHHO paboTaeTe, B
3aKnagku bpaysepa 1 OTKpbIBailTe WX 0TTyaa
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9. Bbixoaute U3 BCEX aKKayHTOB

9

[10 BO3MOXHOCTW HE 3aX0AMTE B CBOM
YYETHbIE 3aNnUCK C YyXUX YCTPOICTB. Ecnn
3T0 BCE X€e HeobXx04MMOo, N0 3aBepLUEHNN
PaboTbl Pa3norMHLTECH U 3aKPOMTE
COOTBETCTBYIOLLME BK/IAAKM
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10. Moaknouute ABYXPAKTOPHYIO
ayTeHTuduKauuio

* % k%

Torga ons BXoga B akKayHT NOMUMO napons
Yy BaC 3anpocsaT 4OMNOSHUTENbHYIO
WHbOPMaLMIO, HanpuMep UudpPoBON Kog,
KOTOpbIi oTnpasnseTcs no CMC/email unu
BbIYMC/ISETCS Yepes CneumanbHoe
NPUNOXEHNe-ayTeHTUUKaTOop Ha
cMapTdoHe
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3anoMuuTe npaBuia 6esonacHoii pa6oTbl

Ecnu nocne nepexofa Ha cauTy
BaC 3anpaLunBaloT KaKyl-T0
nnyHyto nidopmauuio (@. 1. 0.,
email) U1 NpocAT YTo-TO
CKauaTb, He fieniante 3T0ro

0
0

Monb3ynTech MOBUNbHBLIM
WHTEPHETOM, a He ny6nnyHbIM Wi-Fi,
ecny1 BaM HeobxoauMO YTOo-TO
CKayaTb UM BBECTM AAHHbIE HA
caitTe BHe aoMa/oduca

WWw

lpoBepsinTe agpec canta, eciu
cobupaeTech BBOANUTb HA HEM
BaXHbI€ [JAHHbIE: TOYHO /M 3TO
TOT CaWT, KOTOPbIA BaM HY>XEH

E»

BbIXO[MTE U3 CBOUX YYETHbIX
3anuce, eciu He pabotaeTe TaM
B TEKYLLIMI MOMEHT

-
He 3axoauTe ¢ paboyero
KOMMbOTEPA Ha CailTbl, He
CBS3aHHbIE C pabounmm
3afayamu

CoxpaHsinte caiTbl, Ha
KOTOPbIX Bbl YaCTO paboTaere,
B 3aK/afKn 1 3aX0AMTE Ha
HUX 0TTyAa
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Pa6ota ¢ 3neKTpOHHOW NOYTON

3NeKTpOHHasa NoYTa MOXET BbITb MCTOYHUKOM
Yrpo3 Knbepbe3onacHOCTM /1 OpraHn3aLuu

XaKepbl NOCTOSHHO A06ObIBAKOT U NepenpoaatoT Apyr Apyry
6a3bl KIMEHTOB 1 COTPYAHUKOB KOMNaHWiA. Monyyns
CMWUCOK COTPYAHWUKOB C afipecamu, NPecTYNHUKYU MOryT
aTakoBaTb OPraHu3aLmio, paccblnas Ceputo BPeLOHOCHbIX
3NEKTPOHHbIX NUCEM, N03TOMY HE0H6X0AMMO 3HATb NPOCTbIe
npaeuna 6e30nacHOCTM Npu paboTe C 3NeKTPOHHOM
noyToM
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OuwmHr

@uwwmnr (o1 anrn, phishing) — cnoco6 nonyunTb NUYHbIE
[aHHble NoNb30BaTeNen 06MaHHbIM nyTeM. Ha
CEerofHALUHNIA feHb 3TO CaMblid NPOCTON U 3P PEKTUBHDIN
Cnoco6 B3n0Ma CUCTEMbI 3aLLMTbl OpraHu3aLuy B LENoM
WNK KOMMNbIOTEPA KOHKPETHOMO YeNoBeka

PasHoBugHOCTH QULLKMHTA

[+ = - (1
[< 330-1 CREA ] ]
| -
Nognincea Ha gocTyn « = . —
caiity mobietuber ry e
odopunesa ra 14 it Kax 6uCTPO NPORATE CBOI
Kan aocTyns: 742 > e e Tt
CroumocTs 1560py5./ KBapTRpY:
nere Noagepxca - . —— —
hipr24 com. Omxas—
*STOP 575" na womep SR
3301 _ —
MouweHHu4yeckue CMC CoobuieHus NMopaaenbHbie CanTbl CoobuieHuns
(cMuwmHr) B MECCeHLKepax U peKnaMa B UHTEPHETE No 3NEKTPOHHOW NoyTte

N coumnanbHbIX CETAX
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MpuMepbl GUILIMHIOBBIX aTaK

- - %
| NRE—
u
v
% CBEP BAHK
Npweer, goporoi gpyr!
Mue npegnomunu nogpaboTky 3a xopowwue AeHbru, A He ycnesaw, noatomy npeanaraio tebe, MNaarar 70 000 32 Visnounenns o onmare
4ac paborel 3akasa 314919
NoapoBHOCTH pacnucan B AOKYMEHTE, MOMEWD NO CCLUKE NOCMOTPETL. He ynycTi 803momHoCTs ! o SR
BoT cama cceinka - https://docs.google.com/document/d/576031515891. 6931.00 rue
3apanee cnacubol
NoppobHocTh
- sae - e T R
- e w - -— Onnarte yonew-0 nposene-a 13 06 2023
234804
2aie B A
. H b R
Mossomes QeTsm Yoo | A
PACTH CHACTAMBLIMM s |
A i . J
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Kak pacno3HaTb ¢pULIMHIOBOE NUCbMO

MCbMO COAEPXUT NOA03PUTENbHBIE CChINIKN B TEKCTE
NM60 AOKYMEHTbI U Apyrue Gainnibl B NpUI0XeHuu

5 CBEP

Yoakaemmi® =Esmem

MpocrM Bac O3HAKOMMTLECA C MIMEHEHHAMK B BalLeM TapudHOM NNaHe
MCNoNL308aHuA GaHKOBCKOA KapThl. [laHHbIe M3MEHEHHMA BCTYNAT B cluny
25.06.2023.

MoapoGHOCTH BO BNOMEHAK

Eh
SPENIATE (1 CORNEE:
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Kak pacno3HaTb ¢pULIMHIOBOE NUCbMO

McbMO comepXuT rpy6ble ownbKM u/unu onevatku

CEWYAC 3TA
TEXHUKA Y HAC

Y [apum B NOAAPOK
KYNOH Ha CKMAKY [0 30% Ha Moy TexHuKy u
HE TONBKO. TAKKE STOT KYNOH MOXET GuiTe
MCNONS308aH ANS NANYHEHMS NOBLILLIEHHON
ckuaku Ha Noboi Iphone U3 HOBOW NUHERKKN
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Kak pacno3HaTb ¢pULIMHIOBOE NUCbMO

Y oTnpaBuTENs NMCbMa NOLO3pUTENbHbINA afpec

]I

Ofscnnmme nepea Windows 11 - Coolueme (HTML)

xa <micrsftsupp@gmaill.com=>

Obnosaetine nepea Windows 11 .

HE g
m: Microsoft
Vi W no.
Homnamnun Microsoft & chopom spemenn nAasupyeT spnycTHTe HOBY sepomo Windows nog
womepom 11. [ina vore, sTobel sce 5 NEH NEPEXONE HA HORYIO REPCHID BAM
HECBXOAMMO NEPERTI MO COMNKE HIKE 1 CKINATS CBHORNENWE. 3T NPOUSAYPS He JafAMeT
MHOTD BPEMEHM, HO OHEHE CHABHO aT oTh Enem s
Byayuen.
hittps:/fwww microsoft com, load/umkd-wms3rd 3k6fm- 358k S8 5
C ysamenmen,
Coywifia Texuwiecnod nogaepwes MaRupocodr
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Kak pacno3HaTb ¢pULIMHIOBOE NUCbMO

[MMCbMO COLLEPXNT NPU3bIBbI
CAenaTb YT0-TO CPOYHO:

* [oATsepanTb nepeso, Ball

afpec unu apyrue nuyHble Npwaert _
Ha CBA3M Ball rMj NO MHUPY PazBneuyeHnil
ﬂ,aHHble Pacc(azisaen BaM HeORUOSHHYHD ¥ NDUATHYH HOS0CTE!
* BOCMO0/1b30BATHCA FOPALLMMA e e oo cobrme, <orapne S SR ere e Comre A, e srare
aKLMaMK U NpeanoxeHnsmu, Bt 2 T GUON 3200L, s NORRTO |
o 0 ero 100! Orbop nobenurenei
KOTOPbIe JEeNCTBYIOT «TOMbKO Gyaet nposo : o
Ce rOﬂHﬂ» A= W '-3,:'-'(:23?"9:: H3 H3C B COUMANEHLN CeTRX. Xopowero Bam
CKUOKU
OT achuilin
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Kak pacno3HaTb ¢pULIMHIOBOE NUCbMO

[External)Yeegomnenwe o wipade

Y nucbMa HeKayecTBeHHas
rpaduka u CTpaHHasi BepCcTka
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Kak 3aluTuTbecs OT GULLINHIa

((//f/ Mookntoynte ABYXHAKTOPHYIO Mcnonb3ynte CnoXHbIe Naponu

\:3} ayTeHTUduMKaLmio Be3ae, rae 310 YeM onnHHEe naponb 1 yem bonee
BO3MOXHO pa3HO06pa3sHble CUMBOSIbI B HEM
Wcnonb3yiTe 3awwuTy no AByM MCNONb30BaHbI, TEM NaPO/b HALEXHee

napaMmeTpam: Yyepes fIorkH U Naponb, a
TaKXxe, Hanpumep, no kogy u3 CMC

C 0CTOPOXHOCTbIO OTKPbIBAUTE MUCbMa UNW PerynsapHo obHoBNsIUTE COPT
COO06LLEHUS OT HEeU3BECTHbIX OTNPaBUTENEN, a =1 XaKepbl MOTYT UCNONb30BATb YS3BUMOCTH
Tak>Xe CCbI/IKU U BNOXeHUsd B TaKNX NUCbMax _® nporpaMMHoOro obecneyeHus. Ytobsbl
A ecnu Bce-Takn OTKPbIIN — HEME[IEHHO n36exatb NpobneM, perynspHo
coobwute B UT-oTen yCTaHaBNMUBaWTE 06HOBNEHNS
[loKyMeHT co3fiaH B anekTpoHHol opme. Ne 109946-Cn o1 16.09.2024. VcnonHuTens: CanervH T.H. 0 INEKTPOHHbIA
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lepenaBanTe KOHPUACHUNANBHYIO
WHpopMaL o 6e30nacHO

Ecnu Bbl paboTaete

C KOHdMAeHUNanbHOU MHpOopMaLmen
(Hanpumep, nepcoHanbHble AaHHbIe),
3an0OMHUTE, KaK Nepeaasatb ee
be3onacHo:

I:a MepenaBante MHPOPMALNIO B

3alMppOBaHHOM apxuBe

Knou otnpaBsbTe

Q Mo [PYroMy KaHany cBs3u
(HanpuMep, yepes MecceHmxep
unu no CMC)

B 3NIEKTPOHHbIH
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be3onacHoCTb MOGUNbHBIX YCTPOMCTB

HebesonacHas pabota ¢ MOBUIbHBIX YCTPOUCTB
MOXXET CTaTb NPUYMHON YTEYKU UHOpMaLUM
OpraHusaLuu 1 NoBneYb Cepbe3Hble NOCNeaCcTBUS.

Mo6unbHbIE YCTPONCTBA COTPYAHMKA 06bIYHO
UCNONb3YIOTCS B MECTAX, HE KOHTPONUPYEMbIX
opraHusauuen. [laxe ecnu ycTpoincTea
MCNONb3YKTCS BHYTPU 0UCa, OHN NEepPeHOCATCs C
MeCTa Ha MecTo, UT0 CO30aeT Yrpo3y YTEUKM
KOH@MAEHLMANbHBIX AAHHbIX.

B aTOM Kypce Bbl Y3HAETE, KaK NpaBuibHO U
6e3onacHo pabotaTb C MO6UNbHBIMM YCTPOMCTBAMM
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1. Cnepute 3a ycTpoucTesamm

”’ ﬂ
a >

Aa
‘|
|
) o
'I
T

B noe3gke v B 06LECTBEHHOM “
MeCTe NOMHUTE 0

6e30MaCcHOCTH YCTPOMCTB.

He ocTaBnsidiTe cMapTdOH unu
KoMnbtoTep 6e3 npucMoTpa

!
|
\
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2. bnokupymre aKkpaH

Bcerga 6nokupyinTe skpaH KOMNbOTEPa U CMapTdOHa,
[aXe ecnn 0TXOANTE BCEro Ha MUHYTY

[opsyme KnaBuLmK fns 610KNPOBKHY
3KpaHa KOMbloTepa

o wineL

OcTaBUTb 3KPaH He3abnoKUPOBAHHbIM —
TO XK€, YTO OCTaBUTb BXOAHYH ABEpPb
OTKPbITOM, YTOObI HE3HAKOMLLbI MOT/IN
BOWTU U OrpabuTb Bac
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3. AKTUBMpPYHTE Naponb WK KO
Ha BCeX yCTpOUCTBaX

I-E-I Bkntounte GyHKLMIO 6/I0KMPOBKM BALLEro YCTPOUCTBA

HEenpaBWIbHOro Napons TenedoH
3abn0KMpyeTca Ha HekoTopoe Bpems (0T
MUHYTbI 10 HECKONbKMX YacoB)

Tak>Xe MOXHO UCNOMb30BaTb GYHKLNIO
@! y[aNneHus JaHHbIX NpU MHOTOKPATHOM
HenpaBWIbHOM BBOAE Napons. B cnyyae notepu

WM KPaXKul BaLLEro YCTPOCTBA MOLLEHHMK He
CMOXET NOAYYUTb A0CTYN K HEMY

D Torga npum MHOXECTBEHHOM BBOfE

Touch ID unu kog-naponb

o

© 6@ O

OTMeHUTb
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4. AkTuBupynTe GyHKUMIO NOMCKA

Bkniounte QyHKLMI0 nonucka
YCTPOUCTBA.

Pexcum nponaxm

Hactpoite «Hanti iPhone» unu
CkavaiiTe npunoxexue Android
Device Manager, 4T06bl MMETb
BO3MOXHOCTb 3a6/10KMPOBATH
W/unun cTepeTb BCe AaHHble
yOaNeHHo
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5. byabTe 6auTeNbHbI

& K

Pabotas c TenedoHa unu Mpu paboTe B Ny6ANYHBIX
NNaHLLeTa, Nonb3yinTech MecTax ybeauTech, YTo B BaLL
MOBMNBbHOW Nepefayen OaHHbIX 9KpPaH HUKTO HE CMOTpMT.
3G/LTE BMeCTO NOAK/IOYEHNS K byabTe 0c06eHHO
Hen3BecTHbIM Wi-Fi-ceTam. BHUMATENbHbI, eCNK paboTaeTe
Ecnu Bce Xe npuxoanTcs C KOH®UAEHUMNANbHbIMK
ucnonb3osatb vyxon Wi-Fi, AAHHbIMU
BblbUpaiiTe CeTH C 3aLLULLEHHbIM
NOAKNYeHNeM
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6. Moakniounte ABYX(PaKTOPHYIO
ayTeHTUPuKaLuio

Takoi MeToq UAeHTUDUKALMN NONb30BaTENS B KAKOM-IM60 CepBMce Npu NOMOLLM 3anpoca
aYTeHTUDUKALMOHHBIX JaHHbIX ABYX Pa3HbIX TUMOB 06ecneynBaeT ABYXCNOMHYIO, @ 3HaUMUT, bonee
3P HEKTUBHYIO 3aLLMUTY aKKAYHTA OT HECAHKLMOHUPOBAHHOIO NPOHUKHOBEHMS.

Hanpumep, ong Bxoda B akkayHT NOMUMO Napons y BaC 3anpocat LONONHUTENbHYIO MHDOPMaLMUIO,
HanpuMmep LMPpPOBOI Kof, KOTOpbIiA oTnpasnsetca no CMC/email unu BbluncnseTca yepes
cneunanbHoe NpunoXeHne-ayTeHTUHUKATOP Ha CMapTPOoHe

Gl
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7. PerynapHo obHoBnsute MO

{ OchosHbie  O6HoBneHue NO

Pa3paboTunki NporpaMm yCTpaHaoT N
YSI3BUMOCTM B NPOrpaMMax U BbinycKawT bonee sopre

3aLuMLLeHHble Bepcuu. HacTpoitTe oo
aBTOMaTUYeCKue 06HOBNEHMS

HeobxoauMo perynsapHo 06HOBNAT:

*  OnepaumnoHHyto cuctemy
* bpaysep

*  AnTMBMpPYC

* Bce paboune nporpammsl

[loKyMeHT co3fiaH B anekTpoHHol opme. Ne 109946-Cn o1 16.09.2024. VcnonHuTens: CanervH T.H. . 0 INEKTPOHHbIA
Ctpanuua 44 n3 160. CtpaHuua co3gana: 14.09.2024 13:28 =¥ TATAPCTAH



Dusunyeckas 6e3o0nacHoCTb

.l i
Kaxabin AeHb 3N0YMbILLSIEHHUKM NbITAKTCA NONYYUTb
WHDOPMALMIO Pa3IMYHbIMK CNOCO6aMN.

peoaoneHne GU3nYecKon 3aLLnTbl OpraHu3aLmm —
OLWH U3 BapUAHTOB XaKepCKOM aTaku.

3HaHMe MeToa0B TaKOW aTaku U CnocoboB mx
NPeaoTBpaLLeHns MOMOXET COTPYAHUKY 3aLLUNUTUTD
oOpraHusaumm
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Kak Mmo)xeT npoucxoautb pusnyeckas ataka

[leicTBIUS 3N0YMbILLINEHHUKOB

Pa3Befka

N3yyaiot
nHbopMaLmo 06
opraHusauuu, cnegsar
3a COTPYAHWUKaMK B
CeTu 1 3a npeaenamu
o¢uca

2

MogroToBKa

Ha ocHoBe nony4yeHHou
nHdopmauum
NPOAYMbIBAKT NEreHay,
BbI6UPAIOT BPEMSI U MECTO
ONs onepauuu, rotosar
TEXHWUYECKME CPeacTBa

3

Onepauus

[IPOHMKAIOT HA TEPPUTOPUID
ons GU3NYecKon ataku.
Wcnonuutenb obnapaet
aKTEPCKUM TaNaHTOM W
06agHneM

A

LleneBoe gencrtaue

poBoasT
dU3NYECKYI0 aTaky:
B3/1aMblBal0T
cUcTeMmy, KpagyTt
[aHHbIE

[okymeHT co3aaH B anekTpoHHon copme. Ne 109946-Cn ot 16.09.2024. Ucnonnutens: CanernH T.H.
Ctpanuua 46 n3 160. CtpaHuua co3gana: 14.09.2024 13:28

il INIEKTPOHHBIH
=¥ TATAPCTAH



Ilng peanusauuu BCeX 3Tano0B aTaku
3/10YMbILWIEHHUKKN MOTYT UCNOJIb30BATh:

() ( .

00 \\yl »
CouuanbHble cetu WHTepHer [TponycKHyto cucTemy B ouc
 (DoTo, KOTOpbIE CAENaHbI B 0UCE, C *  MHdopMaLuio 0 KOMNaHUU B * 3HaHMg, KaK 0XpaHa OTHOCUTCS K
OTMEYEHHbIMU NIOAbMMU, FE0/I0KaLIMEN, npodeccuoHanbHbIX bnorax U Ha noasaM 6es nponycka
UHTEpPECaMu dopymax * 3HaHWg, KaK NpoxoasT B opuc
* }MeHa Apyrue nu4Hoie naHHbie . I'Iepenm:Ky COTPYAHUKOB B bnorax u KOHTpareHTbl U Kypbepbl
(Balum 1 BaLMx Konner), Kotopbie B Ha dopyMax

[anbHeLeM UCNoMb3YKT AS CO3AaHMs
npaBaonoao6HON Nerex b
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BHYTpeHHSAq yrpo3a

06paTuTe BHUMaHWE, YT YTPO3Y MOXKET NPEeACTaBNATb HE TONbKO BHELLHWIA
HapYLLMTENb, HO W BHYTPEHHWIA. HanpuMep, COTPYAHUK OpraHu3aLium unm
06CNY)XMBAIOLLWIA NepCcoHan

[pu3HaKu, KOTOPbIE MOTYT BblaTb BHYTPEHHEr0 HApYLLUUTENS:

O /\3MeHeHs B NOBEIeHUHN, HaNpUMEp CHUXKEHWUE BOB/IEYEHHOCTH B
“ TPY/0BOIA NPOLIECC, PAaCCESHHOCTD, NOCeLLEeHne B paboyee BpeMs
CoLManbHbIX CETeil U pa3BneKaTe/bHbIX CanToB

o—| OTKNOHEHus OT CTaHZAPTHOrO anropuTMa paboTbi ¢
*=—  YH(OPMALMOHHBIMUA CUCTEMAMMU U JAHHBIMM
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Kak n3éexarb pu3anyeckou atakm

1 He nybnukyinte uHdopmaLmnio 06 opraHn3aLmum

(9XC)  Nioboii Baw noc o paBoTe MoxeT noMoub
(D) snoymbiwnenkukam B oxnaiik-passeake

CLienaHHble B ouce 1 0ny6/INKOBaHHbIE B
CeTH, YTo6bI HANTU 3aLlenKu A9 aTaku

E XaKkepbl 1eTanbHO U3yyaloT GpoTorpadum,
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Kak n3éexarb pu3anyeckou atakm

2  He nponyckaiTe nocTopoHHMX

Baw nponyck Bceraa [0MKEH HaXoauTbes npu Bac.
Hukoraa He nepenaBanTe ero Aaxe Kojjeram uim
noceTutTendaM, KOTOPbIX Bbl XOPOLLO 3HaeTe

npenctasuncs. 0653aTeNnbHo 0TBEAUTE ero B 610po
NpONyCKOB W ONOBECTUTE OXpaHy. HeaHakoMeL| 0MKeH
0hOpMUTb NPOMYCK HAANEXalluM 06pasoM

& He npoBOXaitTe HUKOTO B 0UC, KEM Bbl HE3HAKOMEL, HU
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Kak n3éexarb pu3anyeckou atakm

3 06eperaiite nponyck B ohuc

ByabTe 6auTENbHbI B 06LLECTBEHHbIX, MECTAX U
TPaHCNOpTe, eC/U KTO-TO NbITAETCS NOAONATH
S==  cnuKOM 6113KO

Wcnonb3yite 3awimtHble RFID-yexnbl 419 HOLIEHMS
nponycka. OHW cenaHbl M3 MeTaIM3upoBaHHOro
MaTepuana, KoTopbli He NO3BOJIUT CYUTATb NPONYCK
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Kak n3éexarb pu3anyeckou atakm

L4  He ob6cyxnaiite paboyne npoLECcCh C MOCTOPOHHUMY

m He coobLuanTe HUIKOMY KOHQUAEHUMANbHYIO
WHGOPMALMIO O KIMEHTAX U KoNnerax

@ Ecnu HedopManbHble pasroBopbl 0 paboTe YBIEK/N Bac U

Bbl N0 HEOCTOPOXXHOCTM PACKPbIIN KOHGUAEHLMNANBHYIO
WHPOPMALIMIO, CPOYHO coobLumTe 06 3TOM B UT-0TAEN
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Kak n3éexarb pu3anyeckou atakm

B Bcerpa 6nokupyiiTe 3kpaH KoMMbloTepa
M CMapThOHa, e OTXOAUTE AaXe Ha MUHYTY

BnoKupoBKa 3KpaHa NMOMOXeT U36exXaTb HenpaBoMepHOro
BO3[E/CTBS CO CTOPOHbI BHYTPEHHEr0 HapyLUUTENs

sesseyl  [opsume KnaBuwwmM ang 610KMPOBKM 3KpaHa KOMMbIOTEpa:
H wineL

0cTaBUTb 9KpaH He3ab10KMPOBAHHbIM — TO Xe, YTO
0CTaBUTb BXO[HY!O ABEPb OTKPbITON, YTOObI HE3HAKOMLbI
MOI/IX BOWTW 1 Orpabutb Bac
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Kak n3éexarb pu3anyeckou atakm

6  AKTuBupyitTe naponb UK KOA Ha BCEX YCTPOMCTBAX

YcTaHoBMTE aBTO6/I0KMPOBKY Ha BaLLKX YCTPOWCTBAX

@] B cnyyae notepu unm Kpaxu YCTDOﬁCTBa MOLLEHHUK He
CMOXEeT NoNyYnTb A0CTYN K BALLIWUM AaHHbIM

OTMeHUTb
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Kak n3éexarb pu3anyeckou atakm

7]  He nopxnioyaiite K KOMNbIOTEPY HEM3BECTHbIE YCTPONCTBA

& Ecnu Bbl He 3HaeTe, UTo 3a (IeLLKa IEXNUT Ha cTone,
He HY)XHO NMOJKNI0YaTh ee K KoMmbloTepy. TaM MoxeT
6bITb YTO YrOAHO, B TOM YXC/IE NPOrpamMMa, Kotopas
NOMHOCTbI YHUUTOXUT BaLll KOMMbIOTEP

OTHecuTe HE3HaKOMOe YCTPOWUCTBO B IT-0TBET

OuH 13 cnoco60B, KOTOPbIMU NPOBEPAIT 3aLLULLEHHOCTb

P
T OpraHn3auuu — ﬂOJJ,ﬁpOUJeHHbIe d)J'IBLUKVI C Clopnpu3oM B
Buae Bpeﬂ,OHOCHOVI NPporpaMmbl
[okymeHT co3aaH B anekTpoHHon copme. Ne 109946-Cn ot 16.09.2024. Ucnonnutens: CanernH T.H. r'.?ﬂEKTPOHHbM
=¥ TATAPCTAH
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Kak u3bexarb pu3nyeckomn ataku

8  CoxpaHsiite nopsnok Ha paboyem crone

Y6upaite co CTONA B LMK [OKYMEHTbI, C KOTOPbIMM
paboTaete

L

He ocTaBngiiTe MaTepuarbl Ha cTone 6es npucMoTpa

Ynansiite ¢ paboyero KoMnblotepa Gaitnbl, KOTOpbIe BaM
BOMbLUE HE HYXHbI

)
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Monuuusg BHe odpuca
3BOHOK U3 NOAMLNK

Ecnun BaM 3BOHST Ha IMYHbIA HOMEP, NpeanaranT noobLuaTbes
UNKn gaxe 4BUTbCA Ha [10NpocC B Ka4yeCcTBe CBUAETENd, CNPOCUTE,
Nno KakoMy aeny, 1 CBAXUTECh C IOpUCTaMK OpraHu3aLmm

¢

06513aTe/bHO Co06LLMTE O NPOU3OLLEALLEM B CTYXOY
besonacHocTy

&
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Monuuusg BHe odpuca

[loBECTKA U3 Nonuumm

EC/v BaM NPUCHINAIOT NOBECTKY M0 MOYTE U BbI3bIBAKOT
Ha [0NpOC B KaYecTBe CBUAETENS, NepeaanTe NOBECTKY U BCe,
4TO BaM M3BECTHO, B CNYXBY 6E30MacHOCTM UK IopUCTaM

OpraHnsatuuu
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be3onacHas yaaneHHas pabora
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lpaBuna 6e3onacHou pa6boTbl

[lepenaBanTe KOHOUAEHLNANBHYIO MHPOPMALIMIO
6e3onacHo

Ecnu Bbl paboTaeTe ¢ KOHOUAEHUNANBHOW MHDOPMALMEN,
HanpuMep, C NePCOHANbHbIMU AAHHBIMMU, 3aMOMHUTE, KakK
nepefasatb ee 6e30nacHo:

»  [lepecbinanTe KOHQUAEHLNANbHYIO MHHOPMALMIO B
3alMPpOBAHHOM apXuBe

Koy oTnpaBbTe N0 ApYroMy KaHany cBaau (Hanpumep,
yepes MecceHpkep un no CMC)
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Ecnv Bo BpeMs yaaneHHoi paboTbl C BaLLEro
KOMMbIOTEpa YTEeKYT KOHDUALHLMANbHbIE JOKYMEHTI,
0TBEYaTb NPULETCH MEHHO BaM.

Y106b1 NPEAOTBPATUTL TAKYH BO3MOXHOCTb, HYXXHO
yMeTb 6e30MacHo paboTaTb BHe oduca
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lpaBuna 6e3onacHou paboTbl

1 Bcerpa 6nokupyiiTe 3KpaH KoMMbtoTepa
M CMapThOHa, e OTXOAUTE AaXe Ha MUHYTY

BnoKupoBKa 3KpaHa NMOMOXeT U36exXaTb HenpaBoMepHOro
BO3[E/CTBS CO CTOPOHbI BHYTPEHHEr0 HapyLUUTENs

sesseyl  [opsume KnaBuwwmM ang 610KMPOBKM 3KpaHa KOMMbIOTEpa:
H wineL

0cTaBUTb 9KpaH He3ab10KMPOBAHHbIM — TO Xe, YTO
0CTaBUTb BXO[HY!O ABEPb OTKPbITON, YTOObI HE3HAKOMLbI
MOI/IX BOWTW 1 Orpabutb Bac
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lpaBuna 6e3onacHou paboTbl

2  He nogkniouaiTe K KOMNbIOTEPY HEM3BECTHbIE YCTPOMCTBA

& Ecnu Bbl He 3HaeTe, UTo 3a (ieLKa IeXNUT Ha cTone,
He HY)KHO NoAKNoYaTh ee K KoMnbloTepy. TaM MoxeT
BbITb YTO YroAHO, B TOM YMC/IE NPOrpaMMa, KoTopas
MOMHOCTbH YHUUTOXUT BaLll KOMMbIOTEP

OTHecuTe He3HaKoMOoe YCTPOUCTBO B IT-0TBET

0amH 13 cnocoboB, KOTOPLIMUA NPOBEPSAIOT 3aALLUMLLEHHOCTb

P
T OpraHn3auum — ﬂOﬂ,ﬁpOLueHHble d)ﬂeLLIKM C COpnpu3oM B
Buje Bpeﬂ,OHOCHOﬁ nporpaMmbl
[okymeHT co3aaH B anekTpoHHon copme. Ne 109946-Cn ot 16.09.2024. Ucnonnutens: CanernH T.H. r'.?ﬂEKTPOHHbM
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lpaBuna 6e3onacHou paboTbl

3 VicnonbayitTe CNOXHbIE Napony

Kon-go
CHMMBONOB

Yem AnMHHEe Naposb, TeM TPYAHEE ero
B3n0oMaTb. iccnenoBaHns NoKasbIBaioT,
4YTO YeM [IMHHEee Naposb U YeM bonee 4
pa3HO0bpa3Hble CUMBOJIbI B HEM
NCNO/b30BaHbI, TEM HOJbLLE BPEMEHH
TpebyeTtcs Nng ero B3noMa:

- Maponb 7468 B3nambiBaeTcs

MOMEHTaJIbHO

- rutryicse—3a 5 cekyHl ‘

- LpjkfHKfdjl —3a 5 net -
- TVEKI3iiwivekk]U — B
3a 93 TpunnnoHa net
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Tonsko
undpsl

2 cexyHAaul
25 cexyHau
4 MAHYTH
41 MUHYTHI
O 4YacoB

2 AHA

4 Hepenn

Q mMecsues

CTpoyHue
Oykabl

2 MUHYTH
58 MUHYTH
1 A€Hb

3 Hepenun

1roa

3arnasHuie u
CTPOYHBIE
6ykBbl

1 Mecay

100 Mnpa net

61 TpnH net

Uudpsl, 3arnasHeie
M CTPOYHBIE ByKBbI

1 CexyHau
1 MUHYTH
14ac

3 AHR

7 Mecsues

37 MnpA ner
2 TpNH neT

100 TpNH net

Uundpel, 3arnasHuie
" CTPOYHbIE
6yKBbl, CUMBONBI

5 CeKkyHabl
6 MUHYTH
8 yacos

3 Heagenu

150 Mnpa ner

1TPAH neT

I Q3 TPNH net l

B 3NIEKTPOHHbIH
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lpaBuna 6e3onacHou pa6boTbl

L NopkntounTe ABYXPAKTOPHYIO ayTEHTUDUKALMIO

Torga ong BXoga B akkayHT MOMUMO Napons y Bac 3anpocsr
L0NOSTHUTENbHYH WHGOpMaLKio. Hanpumep, uudpoBon KoA, KOTOPbIN
otnpasnsercs noCMC/email unu BbluMCnseTcs Yepes cneunanbHoe
NPUNOXeHNe-ayTeHTUHUKAToOP Ha CMapTdOoHe
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lpaBuna 6e3onacHom pa6boTbl

B  BbixoauTe U3 Bcex akkayHTOB

[0 BO3MOXHOCTM He 3axoauTe B
CBOM YYETHDbIE 3aMUCK C YYXKNX
ycTpomncTB. Ecnu 310 BCe Xe
HeobX0anUMo, N0 3aBEPLLEHUM
paboTbl Pa3norHLTECH MU
3aKpOoiTE COOTBETCTBYHOLLME

BKMapgKu

Usermame

Password

B 3NIEKTPOHHbIH
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lpaBuna 6e3onacHoi paboTbl

6  OnmwH calit - oauH naponb

R***)  [1Ng KaX[0ro canTta AOMKeH
6bITb YHUKANbHbIA Naposb

@ He ucnonb3yinte naponb ot
3|  KOPNOpaTUBHbIX CUCTEM Ha
CTOPOHHMWX CaiiTax, B COLCETAX,
MeCCeHKepax u T. [,
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lpaBuna 6e3onacHoi paboTbl

]  He nonbayitrech 06uiecTBeHHbIM Wi-Fi

Pa6oTaq ¢ TenedoHa UM NNaHLLeTa,

@ NONb3yNTECH MOBUBHOW Nepefayei
faHHbIX 3C/LTE BMECTO NoaKN0YeHUS
K Hen3eecTHbIM Wi-Fi-cetam

Ecnun npuxogutca ucnonb3oeatb
uyxon Wi-Fi, Bbibupaite cetn ¢

3allULLIEeHHbIM NOAKNHYEHNEM
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lpaBuna 6e3onacHoi paboTbl

8 W3beraiite HesHaKOMbIX CeTeit

% HacTtpoiiTe yBeAOMNEHUS O NOAKNIOYEHUM
D KO BCeM HoBbIM Wi-Fi-ceTtam

N\ Tak Ball cMapTHOH HEe NOAKNHYUTCS K
] NOCTOPOHHEN ceTu 6e3 BaLlero
NoaTBepXAEeHN

al 19:52

< HacTpoitxn Wi-Fi

Wi-Fi

v network

networkl
network2

network3

@r9o51%m

(Sanpoc H3 NOAKMOYEHUE
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lpaBuna 6e3onacHoi paboTbl

Q BbixomuTe B MHTEpHET 6@30MacHo

Pabotaute yepes VPN, koraa Haxoautecb
() BHeoduca

N 3JT0 3aLUMTUT BaLL MHTEPHET-TpaduK K1
] CKPOET BaLLM IMYHbIE laHHbIe Npu paboTe
OHNaunH
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besonacHocTb naponeu

Password
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besonacHocTb naponeu

MeLLaeT B3/10MaTb BaLLUW akKKayHTbI B ceTu. Ecnu
Bbl HE NMO/Nb3YyeTech COBPEMEHHbIMI METOAMKAMM
C03AaH1s Naponeil, To, BNOHE BEPOSTHO,
MOLLIEHHUKM CMOTYT nof,06paTh BaLLW Naponu
6YKBaNbHO 338 HECKO/bKO YacoB

f HapeXHbii naponb — rnaBHbId bapbep, KOTOPbIN

/({/ YT06bI HE NOABEPraTb Ceba PUCKY Kpaxm ]
\&.,[9 NOEHTUDUKALMOHHBIX AAHHBIX U HE CTaTb XXEPTBOA
= BbIMOraTe/bCTBa, BaM HYXHO C034aBaThb Naposu,
KOTOpbIe MOrYT NPOTUBOCTOATb YCUNAM XaKepos,

BOOPY)XXEHHbIX COBPEMEHHbIMM CPEACTBAMU
B3/10Ma
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1. Hukorpa n HUKOMY He roBopuTe CBoM
naponb

BalLK y4YeTHble 3anMcK — Balla OTBETCTBEHHOCTb

ECnu 3n0YMbILLNEHHUKM YKPanu BaLl Napofb, BCe AeiCTBHS,
W  COBepuweHHbie C BaLLed YYeTHON 3anucblo, BynyT paccMaTpuBaThes
= cHUCTeMaMy Kak 1eiCTBMS, COBEPLUEHHbIE OT BALLEro UMeHH

Baluia yyeTHaq 3anucb NPUHAAIEXMUT TONbKO BaM. HU y KOro He
[I0/KHO BbITb K Heil ocTyna. [laxe ecnu y Bac ecTb
[I0NONHUTENbHbIE YYETHbIE 3aNUCK, OHW HE [OMKHbI BbITb JOCTYMHbI
BaLLKUM Konineram

% He roBopuTe W He BbiCbINaWTe CBOW Naposb HUKoraa u HAKOMY,

[axe cotpynHukam UT-otoena
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2. Ucnonb3yinte MeHepKep naponen

MeHemkep naponen — cneunanbHag nporpaMMa 1 XpaHeHus naponei u 10ruHoB 0T
YYeTHbIX 3anuceil u ansg 6e30nNacHO aBTOPU3aLIMN B UHTEPHETE.

[naBHOe NpenMyLLecTBO: AN AOCTyNa KO BCEM AaHHbIM J0CTaTOMHO 3aNOMHUTb OAMH
MacTep-naponb

OCHOBHble QYHKLMN MeHemKepa naponei:

» XpaHeHue 1 nepefayva naponeu »  XpaHeHue KoHduaeHUManbHOM
6e30nacHbIM CNoco6oM UHbopMaLum
» [eHepauus HOBbIX naponeu »  CuHXpOHU3aLMs MeXOY YCTPONCTBaMM
» ABT03anonHeHne GopM perucTpaLmnmu yepes 3aLMLLEeHHoe 06nayHoe
XpaHunuiLe
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3. 3anoMuHaunTe Nnaponu npaBwibHO

Kak 3anoMHUTL TSKenbIn naponb?

Bocnonb3yntecb MHEMOHUYECKOA
TEXHUKOW NpU ero CO3aaHuu, U Bbl
CMOXETe OTHOCMTENbHO Nerko ero
3aMOMHUTb

Hanpumep:
MIsrvM@I1:25 — «Moi4 nepBbIn CbiH
poauncs B Mockse B 11:25»

Ho! He ucnonb3ywure:

Wcxoanyto dhpasy, Cnoea Unu CoyeTaHns
C/M0B C L06aBMEHNEM Pa3/INYHbIX
CMMBONOB

Kakyto-nmbo nepcoHanbHyio
nHbopMaLmio (naThl, UMeHa KyMUpOB,
KNYKM MUTOMLIEB)
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L. be3onacHo o6pawwaiTech ¢ naponsaMm

O

Korga Bbl BBOAKUTE Napob Ha
CaunTe, bpay3ep npeanaraeT Bam
ero 3anoMHuUTb. 370 ya06Ho. Ho
Mbl HE PEKOMEHIYEM 3TOr0
[enatb: TaK Bbl PUCKyeTe
nepenatb CBOU YYETHbIE
[aHHble XaKepaM

Bce naponu 0T BaXHbIX
CUCTEM HAZ0 MEHSITb Ha
PEerynspHomn ocHoBse. He
CTOUT YCNOXHSATb CTapbIu
naponb, nyyLue
C03aaBailTe COBEPLUEHHO
HOBbIN

Wcnonb3ynTe pasHble
naponu ans pasHbIX CUCTEM
WU cantoB. Ecnu npounsonger
YTEYKA YYETHbIX AAHHBIX,
BaM HYXHO 6y4eT NOMeHATb
TONbKO OAMH Naposb
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5. BKnoyute oByX(aKTOpPHYI0 ayTEeHTUPUKALMNIO

[A

ELLe 04HO CpeaCTBO ANs YCUNEHUs 3710 MOXeET bbITb LPOBON KO, KOTOPLIN
3aLUMTHI BALLIEN YYETHOU 3annucu — otnpasnsercs Bam no CMC/email unu
nByxdakTopHas ayTeHTudukaLmusa (2FA). BbIYUC/IIETCS Yepes cneumnasnbHoe
C Heil g BX0Aa B CUCTEMY BaM HYXHO NPUNOXEHNe-ayTEHTUPUKATOP Ha BaLLEM
He TONbKO BBECTU Napo/ib, HO ELLE U1 ycTpoucTtee. Heo6xoanMo BbiTb YyBEPEHHBIM B
NPEeAoCTaBUTb LOMNOSTHUTE/bHYIO 6e30MaCcHOCTU NPUNOXEHUS, MPEXAE YEM ero
WHbOpMaLUID yCTaHaBnuBaTb
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3aLLuTa nepcoHanbHbIX AAHHbIX

[lokyMeHT cosfaH B anekTpoHHoi dpopme. Ne 109946-Cn ot 16.09.2024. VicnonHutens: CanernH T.H. 0 INEKTPOHHbIA
CtpaHunua 78 n3 160. CtpaHuua cosaaHa: 14.09.2024 13:28 =¥ TATAPCTAH



LleHHocTb M OH

MpouBeTaHne OpraHn3aLnum TECHO CBA3aHO C
TeM, HaCKOIbKO CEpPbe3HO OHa MOAXO0ANT K
06ecnevyeHnto MHPopMaLLMOHHON
6e30nacHOCTM.

Oco60e 3HaueHue UMEIoT OnpefieNeHne u
HeTpanu3auus yrpos 6e3onacHocTy,
KacaloLLMXCH HECaHKLIMOHNPOBAHHOMO
[I0CTYNa K NepCoHanbHbIM AaHHbIM (M/1H)
KNWEHTOB W NapTHEpOB.

Y106b1 NPEOOTBPATUTD YTEUKY [11H, HY>XHO
NpaBuUNbHO 06PaLLATbCA C HUMM, 3HATb KX
KaTeropum 1 npasuna 06paboTku
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LleHHocTb M OH

()

KoMMepyeckas TaHa

*  WHdopMalus, KoTopas uMeet
KOMMEPYECKYI0 LIEHHOCTb MUMEHHO
MOTOMY, YTO HEU3BECTHA HUKOMY ApYroMy
« [puMepbl: cTpaTeruyeckme
[I0KYMEHTbI, TEXHONOrMYecKme
NPOLIECChI, YHUKANbHbIE 3HaHNS

« [Ind ee 3alLTbI B OpraHu3aLmum
yCTaHaB/NBAETCH PEXUM KOMMEpUYecKou
TaliHbl. [IpeaycMOTPeHo NpuBNeYeHne
COTPY/IHMKOB K OTBETCTBEHHOCTH 33 ee
pasrnatueHne

My6nmyHas nHdopmaLmus

«  (DaKTbl 1 CBEAEHNS, IOCTYN K
KOTOPbIM HE OrpaHU4YMBaETCS

* [pUMepbl: KOHTAKTHas
NHQOPMaLINg, CBEIEHNS 0
Npo/yKTax OpraHu3aLyiy,
UHOPMaLNA Ha caliTe U B Npecc-
penusax

* Het Tpe6boBaHuii K yCNOBUAM
XpaHEeHus, Nepeaaym 1 YHUUTOXEeHUS
3T0ro BUAa MH(OPMaLUK

=¢
WHbopMaLns Ang BHYTPEHHEro
NoNb30BaHus

*  WHpopMaLys, KOTOpas UCNosb3yeTcs
BO BHYTPEHHUX NPOLIeCcCax OpraHu3aLum
BCEMM NN HEKOTOPbIMU COTPYIHUKaMM
* [lpUMepbl: 0TYETHI, NPOLIEYPbI U
NONOXEHMs

* 31a MHDOPMALIMS He A0NKHA
nepefiaBaThbecs 3a NpefeNbl OpraHu3aLum
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LleHHocTb M OH

KoHduaeHumanbHas nHpopmaLmus

* WHdopmauus, LoCTyn K KOTOPOI €CTb TONBKO Y TEX, KTO
UMeeT Ha 3T0 NPaBo, U KOTOPYIO 3anpeLLeHo pasriallath
 Kaxpgas opraHu3aums cama peLuaeT, Kakyl MHbopMaLmio e
Hafl0 CKPbITb. B 0CHOBHOM 370 [1/1H M KOMMepUeckas TaiHa, a
TaKkxe BCS MHPOpMaLKS, KOTopas TepsieT LLeHHOCTb Npu
pasrnaLleHuu

* (06bI4HO Npouecchl paboTbl C KOHPUAEHLMANBHO
nHdopMaLMen AeTanbHO NPonUcaHbl, YT06bl MUHUMU3MPOBATb
PUCKM €€ YTEUKM, @ TaKXKe 06eCcneynTb ee LIeNIoCTHOCTb U
AOCTYNHOCTb NS COTPYAHUKOB, KOTOPbIE C Hel paboTalor.
3ayacTyo NPUMEHSIIOTCS CMeLmManbHble YCN0BUS XPAaHEHUS U
Ww1dpoBaHNS Npu ee Nepepade

[lepcoHanbHble OaHHbIE

*  WHdopMauug, oTHOCALLAACS K CYObEKTY
M/IH. 310 MHdopMaLms 060 BCEX NHOASX,
KOTOpble B3aMMOLENCTBYIOT C
OpraHusauuen: COTPyLHUKaX, KIUEHTax,
napTHepax u . A.

» B Poccuu gencteyet 3akoH o MH. 3a
HapyLueHus B chepe 06paboTKu M 3aLLUUTDI
MIH MOXEeT rpo3nTb OTBETCTBEHHOCTb —
KaK aiMUHUCTPATUBHAS, TaK U YroN0BHas

[okymeHT co3aaH B anekTpoHHon copme. Ne 109946-Cn ot 16.09.2024. Ucnonnutens: CanernH T.H.
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Kareropum MNH

O6wenoctynHbie MAH
M1[IH, KOTOpble pa3MeLLeHbl B OTKPbITOM JOCTyne

CneumanbHble kaTteropuu MNH

» PacoBasi 1 HaLMOHasbHas NPUHAANEXHOCTb

* [lonuTtyeckue, penurnostole U Gpunocodcekue B3rnsapl
» (CBeneHns o 300p0BbE U UHTUMHOWN XN3HU

» CBefeHns o CYAUMOCTH

WHble MOH

CBefeHus, KOTopble He OTHOCSTCS HU K OIHOW 13
NEepPeyYnCIEHHbIX KaTeropuim:

» HoMep cTpaxoBOro CBMAETENbCTBA

 Cepus 1 HoMep nacnopTa

* WHH

» Appec MecTa XutenbcTea v ap.

buometpuyeckue MNAH

CBeaeHus, KOTOpble XapaKTepusyoT
du3mnonormyeckue n BUONOrMYeckne oCobeHHoCTH
YenoBeKa 1 MCNOMb3YKTCS ANS YCTAHOBNEHUS
JINYHOCTHU:

JIHK

0TneyaTku nanbLes
CeTyaTka Unu pagyxka rnasa
3anucb rosioca

(Moo 1 Ap.
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OcHoBHble noHaTusa 152-P3

MonoxeHus 152-O3 o6ecneynBatoT 3aLLMUTy NPaB M CBOHOA YeN0BEKa Npu
obpaboTke NI, OXpaHsOT NPaBO HA HENPUKOCHOBEHHOCTb YaCTHOW XM3HMK, a
TaKXXe NNYHYI0 U CEMENHYIO TalHY

YT06bI NOHATL NPaBuna paboTbl ¢ M1/1H, 03HAKOMbTECH C OCHOBHbIMU MOHATUSMM 3TOF0 3aKOHA:

1 2

UCNAH (MHdopMaumoHHas cucteMa MJH) — O6pa6oTka M1 —noboe feictaue (onepauus) unm
COBOKYNHOCTb [1/lH, cofiepxallmxcs B COBOKYNHOCTb J1eiCTBMiA (onepaLuit), coBepLaeMblx ¢
6a3ax AaHHbIX, 1 06eCreYnBaIoLLNX UX UCNONb30BaHUEM CPEACTB aBTOMATM3aLmMmn unu 6es
06paboTKy MHDOPMALIMOHHDIX TEXHONOTUIA MCNONb30BaHUS Takux cpeacTs ¢ M[H, BKouas céop,
1 TEXHUYECKUX CPeacTB 3anuchb, CMCTEMAaTM3aLMI0, HAKONNEHNe, XpaHeHKe,

YTOUHEHWE, U3BNIEYEHME, UCNONb30BAHME, Nepefayy,
06e3nnyuBaHue, 6NOKMPOBaHNE, YaaneHne, YHUYTOXEHNE
NH. Nobbie gencteus ¢ MIH — 310 ux 06paboTka
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OcHoBHble noHaTusa 152-P3

3 b o

Onepartop M/IH — rocyaapCcTBEHHbIN UK Monb3oBatenu l/IH — BCE CybbekT [NH — pusmnyeckoe
MYHULMNANbHBIA OpraH, Guanyeckoe unm pabOTHUKM KOMNAHMK, nuuo, MAH KoToporo
OPUANYECKOE NNLO, KOTOPbIE yyacTBYHLLMe B NpoLeccax 0bpabaTtbiBalOTCA ONepaTopoM
obpabatbigatoT M1[H. OnepaTtop 06s13aH 06paboTku NH 1 gonyLeHHble [IH. Balum COTPYAHUKN — 3TO
obecneynTb besonacHyo obpaboTky MAH. K o6pa6otke MNJIH. Ecnu Bbl cy6bekTbl MN[IH

K opraHusaumm, ynojiHoMOYeHHON paboraere c [1[IH, Bbl

onepatopoM [11H, NpeabsaBiAoTCA Te Xe OTHOCUTECH K NO/Ib30BaTENSM

TpeboBaHNs N0 COBNOAEHMIO MJIH

KoHduaeHumanbHocTu MIH BO BpeMs
06paboTkm, YT M K onepatopy M/IH
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Ponb PockoMHap30pa

*  (DyHKuUMKM perynupoBaHus B 3T0i chepe, T0 eCTb YCTAHOBNEHWUS NPABUN U KOHTPONS
WX BbINONMHeHus, ocywecTenseT Deepanchas cnyxba no Haasopy B chepe ceasy,
MHPOPMALIMOHHbIX TEXHONIOTUIA U MACCOBbIX KOMMYHUKaLWiA (PockoMHaasop). Ee
WHTEPECYIOT BCE C/lyyaliHble U HENpaBOMEPHbIe LeNCTBMS, KOTOPbIE NPUBENN K
HapYLUEHMIO NpaB Cy6bekToB U HaHeceHuto UM Bpeaa. Onepatopsbl MN/IH yBeaoMnsioT
PockoMHaz30p 0 ToM, kakue M[H 1 ¢ KaKoi Lenbio 0bpabaTtbiBaloTcs. Bo BHYTpPEHHEN
[OKYMEHTaLMm1 onepaTopa A0/MKHbI 6bITb IeTaNIbHO NPONMCaHbl A1 KaXA0K Lienu
06paboTku: nepeyeHb MNH, cy6bekTbl MNH, CPOKKU M NopsaoK 06paboTKu

 C ceHta6psa 2022 roga onepatopbl MNIH 4oMKHbI yBeAoMAsSTb POCKOMHaA30p 060
BCEX MHUMAEHTaX 6€30MaCHOCTH C yTeUKaMU AaHHbIX, UX MPUYKNHAX, NPEAnoaraemMoM
Bpefe cyobekTy [N/IH, NPUHATLIX Mepax, YNoJIHOMOYEHHOM /1Le, KOTOPOE OT UMEHM
onepaTtopa B3auMOLENCTBYeT C BeOMCTBOM. [lepBoe Takoe yBeoM/IeH1e Heobxoaumo
HanpaBu1Tb B TEYEHME 24 YacOB C MOMEHTa 0BHAPY)XXEHNS HapYLUEHMs, a NPefocTaBuTb
pesynbTaTbl BHYTPEHHEr0 paccnefoBaHus — B TEYEHUE 72 YacoB
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llpaBa PockoMHaa3opa

* [lpoBepsTb CBEAEHMS, KOTOPbIE EMY
NpeaocTaengoT oneparopbl MNH

 TpeboBaTb OT ONEPaTOPOB HAOKMPOBAHMS UK
YHUUTOXXEHUS NOJTYYEHHBIX HE3AKOHHbBIM NMYTEM
MNax

* OrpaHuymBatb OCTYN K MHOPMALMK, KOTOpas
06pabaTbiBaeTCS C HApYLUEHUEM 3aKOHa
 (6paLuaTbCs B CyL C MCKAMM N0 3aluuMTe Npas
cybbekToB [11H

* Hanpaenatb 3asBEHNs 0 NPUHATMM Mep MO
NPUOCTAHOBNEHMIO AECTBUS MW aHHYNUPOBAHMIO
NULLEH3MM onepaTopa Npu COOTBETCTBYHLLMX
YCNoBMSIX

* [lpuBnekatb K OTBETCTBEHHOCTU /UL,
HapyLuaoLwmx 152-03

C 1 centabps 2022 rofa yXeCcTounnmch
TpeboBaHuda K onepatopam [/IH. Tenepb BMECTO
30y Hux ecTb Bcero 10 pabouunx aHei Ha
BbINO/IHEHWE CNEefyHOLLMX LENCTBUN:

» OTpuuaTenbHbI OTBET HA 3aNpOC CBEAEHMUNA
0 Hanuyum obpabatbiBaeMbix MNJIH ¢
Pas3bSCHEHWEM NPUYMH 0TKA3a

* [lepegaya PoCKOMHaA30py HEObX0AUMbIX
CBE[IEeHUIA No ero 3anpocy

 0rBeT Ha obpalLeHune cybbekTa MN/IH no
NnoBoAy TOro, 06pabaTbiBalOTCS €ro AaHHbIE UK
HEeT, @ ec/n A, TO NPeoCTaB/IeHNe K HUM
gocTyna
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O6paboTka MOH

310 nobas pabota c MH B
aBTOMATU3UPOBAHHOM NU60 PYYHOM PEXUMAX:

» Cbop

* 3anucb

* Cuctematusaums
» HakonneHue

» XpaHeHue

* YTOYyHEeHue

* |13BneyeHune

* lcnonb3oBaHue

* [lepenava

» 06e3nnymBanue

» bnokuposanue

* YnaneHue

* YHMYTOXEHWe u fp.
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Mepbi 3awutbl MAH

'| ObpaluanTechb ¢ NaponsMn NPaBuUIbHO

Y106bI 3N10yMbILWNEHHUK HE CMOT B3/10MaTb
Balle YCTDOVICTBO WNN CUCTEMbI BaLLen
KOMMNaHUU:

» CospaBaliTe CUNbHbIE Naponu

* Mcnonb3yinTe MeHeKepbl naposnen
* Wcnonb3yitTe cneunanbHble TEXHUKK
CO3[aHNa W 3aN0OMUHaHUS Naposnei

* [ogknounte ABYXDAKTOPHYH
ayTeHTUPUKALMIO

r2)

L]

HukoMy He nepepaBaiTe Naposu, Kak He
[aeTe HUKOMY KITIouM 0T CBOeN
KBapTupbl. [laxe ecnu npocsT Konneru,
PYKOBOAMTENb UK COTPYAHUK UT-
CNyX6bl

Ybeautecnb, UTo BCE YCTPONUCTBA, Ha
KOTOPbIX Bbl paboTaeTe, 3aLUMLLEHDI
naponem
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Mepbi 3awutbl MAH

2 Paboralite B MHTEPHETE 6830NaCH0

/ BMeCTo NoAKYeHMs K MpoBepsiiTe 6e30MacHOCTb
] HeusBecTHbIM ceTtaM Wi-Fi CCbI/IOK BO BXOAALLIMX
NCNONb3YNTE MOBUIIBHDIN COO0BLLEHMSX
WHTEPHET

He paborante
Ha NOJ03PUTENbHbIX CalTax

Iél)ll)

7| O6paLLaiiTe BHUMaHMe,
Kyaa Bac Hanpasnset

CCbl/lIKa
(V) Monb3ynTechb
@ y
<) VPN
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Mepbi 3awutbl MAH

3 besonacHo yCTaHaBNMBaITe NPOrPaMMbl
UT06bI HEe 3apa3uTb KOMMNBIOTEP Uy TenedoH

BUPYCOM:
=1 (0TKa3bIBalTECh OT HEOXNAAHHBIX 5009 06HOBNAITE NPOrPaMMy TOMbKO U3
‘ - I NPeaIoXeHni CanToB CKayaTb 1 WHTEpdeinca camMomn NporpamMMbl
X YCTaHOBMUTb NPOrpamMMmy
MpuaepxusaiTech NpaBui OpraHu3aLmnm

Nnpu yCTaHOBKe U 06HOBNEHMM nporpamMm

Ié')")

MpoBepsinTe 6e30nNacHOCTb
NPUNOXeHMs nepes YCTaHOBKOM
ero Ha TeneoH

B 3NIEKTPOHHbIH
=¥ TATAPCTAH
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Mepbi 3awutbl MAH

Ly Yuuutoxaiite LOKyMEHTbI NPaBUIbHO

L5 MOGUAbHBIX HOCUTENEI! O VcnonbayiiTe Wwpepep W apyrie
MCTONb3YiiTe CPeacTBa \f.‘,’ YCTPOWCTBA U191 YHUUTOXEHNS
rapaHTMPOBAHHOIO YHUYTOXEHMS! 6yMaXHbIX LOKYMEHTOB

WHOPMALUN UNK CaMUX HOCUTENEN

KoHTponupyiTe nevyatb
[OKYMEHTOB
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Mepbi 3awutbl MAH

B Bcerpa 6nokupyiiTe 3kpaH KoMMbloTepa
M CMapThOHa, e OTXOAUTE AaXe Ha MUHYTY

BnoKupoBKa 3KpaHa NMOMOXeT U36exXaTb HenpaBoMepHOro
BO3[E/CTBS CO CTOPOHbI BHYTPEHHEr0 HapyLUUTENs

sesseyl  [opsume KnaBuwwmM ang 610KMPOBKM 3KpaHa KOMMbIOTEpa:
H wineL

0cTaBUTb 9KpaH He3ab10KMPOBAHHbIM — TO Xe, YTO
0CTaBUTb BXO[HY!O ABEPb OTKPbITON, YTOObI HE3HAKOMLbI
MOI/IX BOWTW 1 Orpabutb Bac

[loKyMeHT co3fiaH B anekTpoHHol opme. Ne 109946-Cn o1 16.09.2024. VcnonHuTens: CanervH T.H. . 0 INEKTPOHHbIA
Ctpanuua 92 n3 160. CtpaHuua cos3gana: 14.09.2024 13:28 =¥ TATAPCTAH



Mepbi 3awutbl MAH

6 XpaHuTe AOKYMeHTbl B 6830MaCHOCTH

() Bce CbemHble HOCUTENN, NIMYHBIE
1 | nena, dnewwkmn Takxe fOMKHbI
XPaHUTbLCA B 3aLLMLLEHHOM MecTe

Bce wwkadbl, cendbl, NOMeLLEeHUs 1
XPaHUULLA, Fe XpaHATCS
AOKYMeHTb! € M]IH, A0MKHbI 6biTb
3aneprbl

JlocTyn K HUM [10/KEH BbITb
OrpaHNyeH NOCTOPOHHUM NIULAM

rl INEKTPOHHBINA
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Mepbi 3awutbl MAH

] 3awwutwre cebs ot duwwwHra

[TpoBepsnTe BXOASLLME COODOLLEHME NO CRUCKY:

1. lIncbMO HEOXMAaHHOE

2. 0TnpaBuTeNb HE3HAKOM

3. CoobLLeHue BbI3bIBAET AMOLMIO

4 ECTb aKLLeHT Ha CPOYHOCTb WU aBTOPUTET

b. B nucbMe ecTb NOTEHLMaNbHOE OpyXue (BoXeHHbIe

(aitnbl, KAPTUHKM, CCbINIKK Ha CalTbl, CTPaHHbIE NPOChEbI) o e
& o
- » 3
Ecnu ecTb coBnapieHus Xots 6bl N0 2 NYHKTaM U3 CMNCKa, TO N P.U»‘&\o
o . . >
He npeanpuHMManTe aencTsnm, 0 KOTopbIX BaC NpoCAdT B g
coobLieHum, n nepewwnute ero B UT-otaen
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OTBeTcTBEHHbIE npu 0bpaboTke MAH

y

OTBETCTBEHHbIE 3a
OpraHu3auuto
06paboTku M[H:

* KoHTponupyet cobnioaeHue
Tpe6oBaHuil 3akoHopaTenbcTea PO B
obnactu obpaboTku M/IH

« JloBOAMT 00 CBEMIEHNS COTPYAHUKOB
NonoXxexns 3akoHoaatenoctea PO B
obnactu 0bpaboTku M/IH

y

OTBETCTBEHHbIE
3a obecneyeHune
besonacHocTu MOH:

 OpraHusyet paboTy No CO3AaHMI0
cuctembl 3awwuTol MJ0H, no
NOArOTOBKE BHYTPEHHUX AOKYMEHTOB
B 3T0M chepe

* KOHTpONuUpyerT BbINONHEHUE MEP
3awuTol MO+
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OcHoBHble npasunia pabéotbl ¢ MH

HMcnonezoBaHme O6men NOH
no+H
XpaHenwe NOH ObpaleHe

C MaTepuanbHbIMK
HOocuTenamu MNOH

3anpoc
Ha npepocTaBneHMe
nox

ObeznMuMBaHne
no+

|

FYAHAQTOREAAT TTOH
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MpuHuunbl paéotol ¢ MNAH

S
CooTBeTcTBME LieNsM
O6pabatbiBaTh M[IH TOMLKO B
0603HAYEHHbIX LIENsX, a Takxe

o6pabatbiBaTh TONLKO MN]IH,
Heo6Xx0anMble NS BbINOSHEHUS LENN

9

OrpaHuyeHue xpaHenus MH
XpaHutb 6e3onacHo MIH ToMbKO B
TEYEHUe HeobxoauMoro BpEMEHM

[Ip0o3payHOCTb

MpenocTaBnsaTb CybbekTaM BCIO
WHpOPMaLMIO 0 TOM, Kakue N[IH
KOMNaHUs COBMPAET, KaK M 3aYeM Ux
obpabatbiBaeT

be3onacHOCTb
lpenocrtaenatb goctyn K NAH
TONbKO TEM, KTO paboTaeT ¢
HUMM

2

JlocTOBEPHOCTb
lMoanepxueathb BCe
obpabatbiBaembie [1/IH B
aKTyaslbHOM COCTOSIHMM
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OcHoBaHus 06paboTku NAH

C cornacus cybbekTa [11H onepatop MOXeT nopyuntb 06paboTky MH TpeTben
CTOPOHE Ha OCHOBAHUM 3aK/H0YaeMOoro ¢ Hel forosopa. NepeyeHb MNIH 1
AENCTBUN C HUMM, a TaKXKe Lenn obpabotku MH onpeaensTcs B NOpyYEHUN
onepatopa l[H. OpraHusaums, kotopas obpabatbigaet [11H N0 NOPYyYEHUIO
onepaTopa, 06s3aHa 06ecneynTb BoINoHEHME TpeboBaHMI OroOBOPa, B TOM Yncne
KOH®UaeHUManbHocTb MNJIH, KOTOpPbIE NOyYaeT oT onepaTopa

OpraHu3auus, obpabartbiBatoLLas MN/IH N0 NopyyYeHuto onepaTopa, He 0bs3aHa
nosnyyatb cornacue cybbekta Ha 06paboTKy AaHHbIX. [10y4eHne Takoro cornacus
— 33f1a4a oneparopa 1H

KoMmnaHus, obpabartbiBatoLLast M[IH no nopyyeHuto onepartopa,
0693aHa:

* Ysegomnatb onepatopa MH 060 BCeX BbISIBNIEHHbIX Clyyasix HapyLLEHW
06paboTku MN[H, a TaKXe 0 cnyyasx HapyweHus goctyna K MIH

* [lo 3anpocy onepatopa NpeAoCTaBAsTb MHGOPMaLMIO 0 NOpsaKe 06paboTky,
Mepax 3awutol MAH
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OcHoBaHus 06paboTku NAH

Mepepn c60poM MMH HYXHO, YTOBbI CYBBEKT 9THX
[aHHbIX MOANUcan cornacue Ha obpabotky MOH

B cornacuu ykasblBatoTcs:

« (amunug, umg, 0TYeCTBO, aapec cybbekTa MIH, Homep
OCHOBHOTO [JOKYMEHTa, Y10CTOBEPSAIOLLEro ero IMYHOCTb,
CBEJIeHMs 0 [aTe BblJauu YKa3aHHOro AOKYMEHTa
BblI[JABLLEM €ro opraHe

+  (amunug, uM9, 0TYECTBO, AAPEC NpeacTaBuTeNs CybbekTa
M/1H, HOMep OCHOBHOr0 AOKYMEHTA, Y0CTOBEPSIOLLEr0 ero
NIMYHOCTb, CBEAEHUS O laTe BblAauu YKa3aHHOr0 [JOKYMEHTa 1
BbI[JABLLEM €ro opraHe, peKBU3UTbl 4OBEPEHHOCTU UMW UHOMO
L0KYMEHTa, NOATBEPXAAOLLEro NoJHOMOYMS 3TOr0
npeacTaBuTens (Npu NomydeHn cornacus 0T NpeacTaBuTens
cy6bekTa M/1H)

 HaumeHoBaHMe unn Gpammunug, UMs, 0TYECTBO U aapec
onepartopa, No/yyatoLLero cornacue cybbekra MJIH

* Llenb o6bpabotku NAH

* T[lepeyeHnb M1[JH, Ha 06pabOTKY KOTOPbIX JAETCS Cornacue
cybbekra MNH

* HaumeHoBaHue unn Gpammius, uMs, 0TYECTBO M apec nuua,
ocyLLecTBnawLLero 06paboTky 1H N0 NoOpy4YeHuo onepaTopa,
ecnm 06paboTka byaeT nopyyeHa TakoMy NnLy

* [lepeyeHb gencteui ¢ MN[H, Ha COBEpPLLIEHUE KOTOPbIX AaeTcs
cornacue, obLuee onucaHue UCNosb3yeMblx 0NepaTopoMm
cnocoboB 06paboTku MH

+ Cpok, B TeYUEHMEe KOTOPOro AencTBYeT cornacue cybbekra MN/H,
a TakXe cnocob ero 0T3bIBa, EC/IU MHOE He ycTaHoB/eHo 152-03
» T[ognuck cybbekra M4H

bbiBaloT cnyyau, korga obpabotka 11H BO3MOXHa 6e3 cornacust
cybbekTa [11H: s BbINONHEHUs TpeboBaHUt 3aKOHOAATENbCTBA
P® unu ncnonHeHus aoroBopa, CTOPOHOM KOTOPOro 6o
BbIr00NpUOBPETATENEM UM NOPYYUTENEM NO KOTOPOMY SBNSETCS
cybbexT M[H, 1 ap.

[okymeHT co3aaH B anekTpoHHon copme. Ne 109946-Cn ot 16.09.2024. Ucnonnutens: CanernH T.H.
Ctpanuua 99 n3 160. CtpaHuua co3gana: 14.09.2024 13:28

r' IIEKTPOHHBIH
=¥ TATAPCTAH



lpaBa cy6bekra MH

IMeeT npaBo Ha nonyyeHue MHhopmaLmm,
KacatoLLencs 06pabotku ero MIH

BnpaBe 06xanoBatb AEACTBUS UK
besnencTene onepaTopa B YNoNHOMOYEHHOM
opraHe no 3aLuuTe npae cyobekTos MH unm B
cynebHOM NopsaKe B Cyyae, ECNN CYMTAeT,
4YTO OnepaTop ocyLLecTBAseT 06paboTKy ero
MNJIH ¢ HapylueHneM TpeboBanui 152-03

B

MeeT npaBo Ha 3aLUMTY CBOMX NpaB ,,

3aKOHHbIX UHTEpPEeCOoB, B TOM YKUC/ie Ha
BO3MeLLieHne Y6bITKOB n [VIJ'IVI] KOoMMneHcauuto
MOpaJ/ibHOro Bpeaa B CYﬂ,eﬁHOM nopsanke

@II

b
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Cornacue cybbekra 14

TONbKO C NMMCbMEHHOr0 cornacus cybbekTa
M[H ocywiecTBasOTCS:

0bpaboTtka cneunanbHbIX

n buometpudeckux MaH

TpaHcrpaHuyHas nepefava Mo
PacnpoctpaHenue MN/IH

MNepenava MNAH paboTHUKA TPETLUM NULAM
BknoueHue MM4H

B 06LL1eA0CTYNHbIE UCTOUHUKM TT1H
[puHaTME peLLeHns, NopoXaalLLero

OPMANYECKUE NOCNEACTBUS B OTHOLIEHUN
cybbekTa []IH, Ha 0OCHOBaHMK
UCKNKOYNTENbHO aBTOMATU3UPOBAHHOM
06pabotku ero M/H

PaBHO3HaYHbIM COAEpXaLLeMy
COBCTBEHHOPYYHYIO NOANUCH
cybbekra MN[H cornacuio B
NUCbMEHHON HOPME Ha
6ymMaXXHOM HocuTene
NPU3HAEeTCS cornacue B popme
3NEKTPOHHOI0 IOKYMEHTA,
NOANMUCaHHOrO B COOTBETCTBUN C
denepanbHbIM 3aKOHOM
3NEKTPOHHOW NOANUCHIO

B ocTanbHbIX cnydyasx 3akoH
aonyckaet opopMieHue
cornacus B 060 MHOM popme,
NoO3BONSIOLLIEN NOATBEPANTD PaKT
ero nonyyeHus onepaTopoM,
HanpuMep NpOCTaBNEHNe
rasioykn HanpoTMB TEKCTa 0
npeaocTaBeHnn Cornacus Ha
caiiTe npu perucTpaumm
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KTo obpabartbiBaet MH

Onepartop M/IH — 10T, KTO 06pabatbiBaeT M/IH.
OH HeceT OTBETCTBEHHOCTb 3@ HE3AKOHHYH)
06pabotky MH. 310 MOryT bbITH
rOCYapCTBEHHbIN UIWN MYHULMUNASbHBIN
opraH, Gu3nyeckoe Unn LPUANYECKOE NULO.

CybbekTt [MAH —T0T, by NAOH
obpabatbiBatoTCs. 310 MOryT bbITh
COTPYAHMKM, KaHAMAATbI Ha
TPYAOYCTPONCTBO, KNMEHTI, NApTHEPI,
KOHTpareHTbl, NOCETUTENN CaNToB
OpraHu3aLum u p.
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Pa6ota ¢ 3N1eKTpOHHON NOANUCDHIO

WHdopMaLms CTaHOBUTCS IOKYMEHTOM
TONbKO MOC/e TOro, Kak ee
YIOCTOBEPUAM — A06aBUIM K HEW YTo-
T0, YTO NMO3BONISIET NPOBEPUTH ee
NO/IMHHOCTb, @ TAKXE UCKIIOYUTb
BO3MOXXHOCTb NOAAENKN.

CaMblIli NPUBbIYHBIA CNOCOB
YAOCTOBEPUTb JOKYMEHT — Noanucatb
ero
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Ponb nognucu

bnaropaps nognucu pacnevyaTtka CTaHOBUTCS OKYMEHTOM.
[ToMMMO yO0CTOBEPSIOLLEN (YHKLMW NOANMUCD MOXET
3aLMLLaTb AOKYMEHT OT NOAAENKM

3apayn, KOTopble peLuaeT noanuch:

= lpeBpalLaet npocTo = ' YnoctoBepsietT UHpopMaLmio
= | WHpOpPMaUMNIO B JOKYMEHT =
ﬁ
lMoaTBepXXAaeT IMYHOCTb :q, 3allnLLaeT AOKYMEHT OT
YenoBeka, KOTopbIv nognucan — NoALENKHN
[OKYMEHT
[okymeHT co3aaH B anekTpoHHon copme. Ne 109946-Cn ot 16.09.2024. Ucnonnutens: CanernH T.H. B J/TEKTPOHHBIN
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JNEeKTPOHHAA NOANUCH

INEKTPOHHbIN JOKYMEHT COCTOUT
i§=@§i M3 HYNIel 1 eavHML, YTO6bI YAOCTOBEPUTS
ioLY J8I ero, upeHTMOMUMPOBATL NOANMCAHTA
W 3aLLUTUTb JOKYMEHT OT NOAAENKM, Bbinn
pa3paboTaHbl CneumnanbHbie
MaTeMaTUyeckue anropuTMbl. PesynbTar ux
paboTbl — NOCNEN0BATENbHOCTb CUMBOIOB,
chopMupoBaHHas Ha 6a3e COAEPXNUMOro
3MEKTPOHHOTO [IOKYMEHTa

0c06€eHHOCTb anropuTMOB A1
———| ¢opMupOoBaHMs INEKTPOHHOI NognucH
COCTOWT B TOM, YTO pe3y/bTaT UX paboTbl
CM/TbHO 3aBUCUT OT COZIEPXaHNS AOKYMEHTa.
CTOWT U3MEHUTb BCEro OfIMH CUMBOT
(Hanpumep, y6paTb TOUKY UK 3angTyio) — 1
NOANMUCH NOAYYMTCS COBCEM APYrON

[loKyMeHT co3fiaH B anekTpoHHol opme. Ne 109946-Cn o1 16.09.2024. VcnonHuTens: CanervH T.H. r'.?ﬂEI{TPOHHbIﬁ
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JNEeKTPOHHAA NOANUCH

ANropuT™ YA0CTOBEPEHNS 3NIEKTPOHHbIX
[I0KYMEHTOB UCMONb3YET /sl HOPMUPOBAHUS
NOAMNMUCH HE TONIbKO COMIePXMMOE IOKYMEHTa,
HO M YHWKaNbHbII KNKOY NoanucaHTa —
C(HOPMUPOBAHHYIO N0 ONpPeAeNeHHbIM
npaBuiaM NocnefoBaTeNbHOCTb LUAP.
Vicnonb3oBaHue Apyroro Kiya ais NoanucH
[I0KYMEHTa U3MEHUT NoANUCH

B pesynbTate paboTbl aNropuUTMa
MosyyaeTcs 3eKTPOHHAs NoAnKUCh, KoTopas
onpeaenseTcsl CoNepXnMbiM 3N1EKTPOHHOTO
[IOKyMEHTa 1 K/l04oM nognucaHqta. Takum
06pa3oM, 3/1eKTPOHHas NOANUCH 3aLLuLLAeT
[IOKyMEHT OT NOANENKMN W YIOCTOBEPSET
MOANNCH YENOBEKa, KOTOPOMY MPUHALJIEXUT

KNou
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lpenMyLLeCcTBA 3/1EKTPOHHOW NOANMCH

Heo6xoauMa [Ns 3NEKTPOHHOIO
[I0OKyMeHTo060poTa. OH HEBO3MOXKEH, ECNn
HEeT X0TS 6bl NPOCTON 3IEKTPOHHOW NOANKUCH,
HO 06bIYHO HY)XXHa HeKBaU(ULMPOBAHHAS
WK KBanuuLMPOBaHHas NOANUCH

aD bes Hee topnuua n U He cmoryT
() 3aperucTpupoBarhes U paboTaTtb B
pas/INYHbIX rOCYLAPCTBEHHbIX CUCTEMAX,
HanpuMep B CUCTEME roc3aKynoK unm
MapKMPOBKU TOBApOB

Ee Henb3s noaaenarb, 10 CTb C034aTh
adHa/lOrM4yHy1o KOMOWHALMIO CUMBOJIOB

00000

cocooo

G

3a cyeT Ucnonb30BaHUs METO0B
windposaHus (KoaupoBaHms)
WHGOPMALMK 3HAUNTENBHO
NOBbILLIAET YPOBEHb
KnbepbesonacHocTH npu obMeHe
OOKYMEHTaMm

M03BONSET NOANMUCHIBATb JOKYMEHTbI
1 06MEHMBATbCSA UMK OHNAIH. 3TO
0COBEHHO BaXKHO, KOria OTNPaBUTb U
NONYYUTb AOKYMEHT HYXHO BbICTPO
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Knioun anekTpoHHOW noanucu

i Knitoy, ¢ NOMOLLbI0 KOTOPOro d)opMMpyech 9NEeKTPOHHaq noanuncb
JOKYMEHTAQ, M03BONI4ET nepenoanucatb ero 3aHOBO Nocsie BHECEHUS
M3MEHEHW. 3TO 3HAUNT, YTO NepeaaBaTh TaKOM K/KY NOCTOPOHHNM
Henb34d

*  C noMoLLbto anropuTMoB, B KOTOPbIX UCMONb3YETCS Napa Knoyen
(My6nmMYHbIi M CEKPETHbII), MOXHO NPOBEPUTH NOIMHHOCTb
3/1eKTPOHHOW Noanucu

«  CeKpeTHbIN KoY UCMoNb3yeTes [N NOANNUCY U LUMPPOBAHNS
[0KyMeHTa. Ny6/IMuHbIN KoY N03BONISIET paclundpoBaTh JOKYMEHT
1 NPOBEPUTb NOUTMHHOCTb NOANMUCH

*  [ly6nMYHbIN 1 CEKPETHBIN K/KOYN CBS3aHbI MeXIY COB0i, 0HAKO
BbIYUCAUTB MO NYBINYHOMY KITHOUY CEKPETHbIA HEBO3MOXHO. YT06bI
NPOBEPUTb NOASIMHHOCTb 3NIEKTPOHHON NOANUCH AOKYMEHT3,
TpebyeTcs OTKPbITbIN KNHOY NOANMCAHTA

[loKyMeHT co3fiaH B anekTpoHHol opme. Ne 109946-Cn o1 16.09.2024. VcnonHuTens: CanervH T.H. r' 0 3IEKTPOHHbINA
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Knioun anekTpoHHOW noanucu

1119 ynopsinounBaHns 06MeHa KilouaMm 1 Bbinycka HOBbIX
K/I0Yel CYLLIECTBYIOT CrieLMabHble 0praHu3aLum unm
MoApa3aeneHus B KPYMHbIX KOMNaHUsX —
YOOCTOBEPAIOLLINE LIEHTPbI

Y106bI 3aLLUUTUTD OTKPbITbIE K/TIOYK OT MO}JMCDMK&LI,MM [/
noaTrsepauTb UX NOJJIMHHOCTD, yA0CTOBEPAIOLLWE LEHTPbI
NOANUCHIBAOT UX CBOEN MOAMUCHIO

OTKpbITbIA K/H0Y C NOANUCHI0 YAOCTOBEPSIOLLENO LIEHTPa
Ha3bIBAETCA CePTURMKATOM OTKPbLITOrO Ktoua. IMeHHOo
cepTuduKaTbl OTKPbITbIX KNOYEH 06bIYHO UCNONb3YHTCS
npu paboTe C 3NIEKTPOHHON NOANUCHIO

T <
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XpaHeHue Knouyen

OcobeHHOCTH paboTbl anropuTMa 3EeKTPOHHON NOANUCH ONPEAENsIoT TpeboBaHUs K
XPaHEHUIO K/KYEeBO Napbl:

*  CeKpeTHbIl KNKY HYXXHO XpaHUTb TaK, YTOBbI HUKTO HE UMEN K HEMY A0CTYNa, NOCKO/bKY
OH NO3BOJIIET NOANKUCATL /160N JOKYMEHT U Nl060€e NUCbMO OT BALLIEro UMEHH

«  OTKpbITbI K/IOY UK ero cepTMPUKAT MOXXHO XPaHUTb KaK YrofIHO, B TOM YncCie
nepecbinaTb KoNneraM, KOHTpareHTaM 1 BceM, KOMY MOXeT noTpeboBaThCsi NPOBEpUTb
NOUTMHHOCTb BalLiel nofnucu

*  Y706bl HUKTO HE MOT NOXMTUTb CEKPETHbIN K/HY 3NEKTPOHHO NOANUCH, HYXHO XPaHUTb
ero ocobbiM 0bpa3om. Oneluka, peecTp KOMMbIOTEPa WK Nanka Ha AMCKE He NoAohayT
— OHM HE UMEIOT 3aLLNTbI 0T HECAHKLIMOHUPOBAHHOIO A0CTYNa

»  [lng 6e30nacHOro XpaHeHus CeKpeTHbIX KNtoyen bbinn paspaboTaHbl
CneLuanu3npoBaHHble YCTPONCTBA — TOKEHDI
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TOKeHbl

TOKEH COLEPXMT 3aLLULLEHHYIO
naponeM namstb, NPOYUTaTh KOTOPYIO
MOXHO TONBKO C NOMOLLbIO
cneuuanbHbIX nporpamMM. Takum
06pa30M, NOCTOPOHHUIA HE CMOXET
BOCO/1b30BATLCS BALUWUM CEKPETHbIM
K/I0YOM U1 NOANMCATb JOKYMEHT BaLLen
NoanuCHI

&
BHewHe TokeH HanoMuHaet USB-
dnewky: nogo6HO e, OH

noaktoyaetcs K USB-nopty. Ho Ha
3TOM CXOACTBO 3aKaHUMBAETCH
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llpaBuna ucnonbn3oBaHue
3/1IeKTPOHHOMN NOANUCH

CornacHo 63-M3, aneKTpoHHas NOANMUCH
— aHanor cobCTBEHHOPYYHON. 3T0
3HQYMT, YTO 3N1EKTPOHHBIE AOKYMEHTbI,
NOANUCAHHbIE BaLLen 3/IEKTPOHHON
NOANUCHIO, UMEIOT TaKYI0 Xe
OPUANYECKYIO CUNTY, KaK U ByMaXHbIe,
noAnMUcaHHbIe COHCTBEHHOPYYHO

=

Y106bI UCKNHOYMTD PUCKK, CBS3AHHBIE
C HECAHKLMOHUPOBAHHbIM
UCNONb30BaHNEM BalLLeil
3/1eKTPOHHOW NOAMUCH, HYXKHO
cobniofatb npasuna ee 6e30nacHoro
UCNONb30BaHUS
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llpaBuna ucnonbn3oBaHue
3/1IeKTPOHHOMN NOANUCH

1. XpaHute 9NEeKTPOHHYIO NOANMUCH TOJIbKO HA cneunanbHbIX
3allULLIeHHbIX HOCUTEeNdX — TOKeHax

2. 3alLMLIaNTe TOKEH OT HECAHKLIMOHUPOBAHHOIO
UCNOMb30BaHUA NaposieM. 3MeHuTe CTaHAAPTHbIW Naposb
npu NepBoM MCNob30BaHUK

3. PabotaiTe ¢ KYyamMu 31eKTPOHHON NOANMCH TONbKO Ha
BbIlENEHHbIX 191 3TOr0 paboumx MecTax

4. 3Bnekante TokeH U3 USB-nopTta KoMNbloTepa, Koraa He
paboTaeTe ¢ HUM

5. XpaHuTe TOKeH B cende U 3aLluLLeHHOM LwKady

6. He nepenaBaiiTe TOKEH ApYrum ntoasm

F-He BoiHeEHTE ToKEH-3a-ApeAeALHodHea
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Aundenk

Kaxnablit IeHb MOLLIEHHUKMN U3YYaloT
HOBbIE MHCTPYMEHTbI U METObI B3/IOMA.

Anundenk — MHCTPYMEHT, KOTOPbIN
HelaBHO NOSIBUNICS B apCeHarne
3N0YMbILLIEHHUKOB. C NOMOLLbIO HEro
MOXXHO MaHMNynMpoBaTb
06LLECTBEHHbIM MHEHMEM, CO3aBaTb
NyTaHWLY U pa3nopbl, pacnpocTpaHsTh
GeinKoBble HOBOCTU U NOXHYIO
WHbOPMALMIO, TeHepMPOBaThb
noaaenbHble 306paXxeHns u BUAeo
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TexHonorusa aundenka

Nundeiik (ot aurn, deepfake) ucnonbsyet rybokoe MaLLMHHOE 06y4eHue
015 CO30aHus n306paxkeHnis, BUAEO- Ny ayamo3anucen, UMUTUPYIOLLNX
CO6bITMA. 0BbIYHO MOLLEHHUKM [Iy6NNPYIOT Yel-TO roNoc u/unu YepTbl ULA
W BCTaBNSIOT MX B CYLLECTBYIOLLYHO 3an1cb uimn dotorpaduto

deeptomcruise A

38 )

™ u

At ve deeptmunetates

Ha ckpuHLLOTe BbilLE NOKa3aH npumep aundenka B CoLCETU. AKKAYHT
DeepTomCruise nybnukyet HEOTINYUMbIE OT HACTOALLMX AUNdEnK-BUaeo ¢
TomoM Kpy3oM. Ponuku cpasy Hayanu HabupaTtb NONyNsSiPHOCTb 3@ CYeT
CBOEMN PeanucTMYHOCTH
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l'onocoson aundenk

@ Bo3MOXHOCTW Ang co3naHus aundeinkos NpakTMYecKu besrpaHnyHbl —
HaUMHas C NPOCTbIX Pa3B/IEKATENbHbIX MPUNOXEHUN N OHNANH-KYPCOB U
3aKaHuuBas nporpammamu Bpoae DeepFacelab u koMnaHuamm, KoTopble

NPUHUMALOT 3aKa3bl Ha Genkun. Ecnu paHbLe cucteMmam TpeboBanuch
AecaTKU UK [axe COTHM YacoB 3BYKA, TO Tenepb — BCEr0 HECKOJIbKO MUHYT
ayANOKOHTEHTA. [TpK 3TOM YXe eCTb BO3MOXHOCTH, YT06bI 406aBNATb B
UCKYCCTBEHHYIO peyb 3MOLUN

[Inq cuHTE3a rofoca cepsucy A0CTaTOYHO HECKOMbKIUX YaCOB UCXOMHbIX
EEE ayaMoaaHHbIX, 03By4YeHHbIX 06n1agatenem ronoca. NporpamMma co3aact
peanucTUYHoe 03ByYeHUe TpebyeMoro TekeTa
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FonocoBoif aundeink ais MOWEHHUKOB

() CaMa CyTb TexHONOTMM leNaeT ee WAeabHbIM MHCTPYMEHTOM A
(O] 310yMbILLNEHHNKOB

KnbepnpecTynieHns ¢ MCnonb3oBaHnem aundenka bbinn npUsHaHbl OLHUMH
U3 caMblx onacHbiX. B otuete Recorded Future 3a anpenb 2021 roga
CNPOrHO31pOBaNu YBENUYEHNE CNyYaeB UCNOb30BaHUS aundenka ans
UCNONb30BaHNA B LUDPOBBIX aTakax

O/ B 2020 roay B bputaHckoM uccneposavuu Dawes Centre for Future Crime

Anndenk-PuLInHr — 310 NONbITKa NOAAENATh JIMYHOCTb B LIeNsX

MaHUNYNAUUM SPYrUMUA NOLbMU U NOSTYYEHNS OT HUX AOCTYNa K QUHAHCaM
WK KOHPUAEHLNANbHON UHGOPMALIMK
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Hayuutecb pacno3Harb aungpemnk

CYLI.leCTByeT HEeCKO/1bKO NPU3HaK0B, N0 KOTOPbIM MOXHO
onpepennTb noapenbHoe Buaeo

1 [nasa
N apTUKYNsLus

Bnuku B rnasax He COBMAAatoT, CaMu rnasa He ABUraloTCs
nnb0 OBUraloTCs HeecTeCTBEHHO. YenoBEK HE MOPraeT, MnLo
3aMUpaeT Ha [0/M CEKYHAbI — 3TO NPOMCXOANT Npu
UCKYCCTBEHHOM CKIENKE KapoB.

Ctofa e 0THOCUTCS COMTas apTUKYNALMUS, KOrAa AUKLMS
anngenka He COOTBETCTBYET NPOU3HOCUMbIM CNOBaM
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Hayuutecb pacno3Harb aungpemnk

2 KayecTBo
KapTUHKK

HeecTeCTBEHHbII TOH KOXMW, OCBELLEHUE,
HenpaBuU/bHbIE TEHW — BCE 3TO CBOWCTBEHHO
oundenkam.

TakXXe No4Aenkn He CMOryT TOYHO
BOCCO34aTb BO/1IOCbI U 3Y6bl — Yaile Bcero
OHU 6YJJ,YT CTaTUYHbIMU N PA3MbITbIMU
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Hayuutecb pacno3Harb aungpemnk

3 ckaxeHHble
KOHTYpbI ML

BaXXHbI KpUTEpUIA — pa3Ma3aHHas KapTUHKA
Ha CTbIKe rofioBbI K LWen. Takxe YyacTb nua
(Hanpumep, no60poOAOK MK HOC) MOXET
bbITb pa3MasaHa.

Jltobon 6ntop Ha BULEO — NOBOA 3a4yMaThCs
0 ero OpPUrMHanbHOCTH
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lIpaBuna ynMcToro cTosa U YNCTOro 3KpaHa

YucTtble paboynii CTON M 3KPaH — 370 He
TOMbKO 3CTETUYECKNUIA GaKTOP, HO M BaXKHbIN
3NEMEHT KnbepbesonacHocTw.

YT06bI CHU3UTb PUCK HECAHKLIMOHUPOBAHHOO
MCNONb30BaHNS MHPOPMALMM, HEOBX0AMMO
co6ntoaaTh NpaBua YUCTOro CTONA U YUCTOrO
9KpaHa
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1. CoxpaHsinte pabouni CTON YUCTbIM

/1060 OCTaBMEHHbIN HA CTONE AOKYMEHT MOrYT YKpacCTb,
cdoTtorpadupoBatb UK YBUAETH T€, KOMY 3TO He NpeLHa3HauyeHo

-

SO
XpaHuTe BCE OOKYMEHTbI 1 He ocTaBnsinTe LOKYMEHTbI Ha
CbeMHble HOCUTEeNU B 3aKPbITbIX CTONe, eCnn He pa60TaeTe C
aLMKax cTona unu Wwkadax HUMM NpsSIMO ceivac
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2. Ucnonb3yunte CNOXXHbIe Naponu

Yem OnuHHEe naponb, TeM Nlyylle

O  HanexHblit naponb—rnaeHblil
()  6apbep, KOTOPbIA MeLaeT
[Ex*-] ganomars Bawm YCTPOWUCTBA W

aKKayHTbI.

[lns 3anoMuHaHKa naponei
UCNOMb3YINTE COOCTBEHHYIO
namaTb UK MEHEOXKEP Naponen.

He 3anucbiBaiTe BaLIM Naponu
Ha NUCTOYKAX
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3. YHuuTOXaiTe 6yMaXKHble fLOKYMEHTbI
NnpaBU/IbHO

& g

Wcnonb3yinTe wpeaep, Konuu LOKYMEHTOB C He paunte

YTOBbI YHUUTOXATb KOHpUOEHUMANbHON 3N0YMbILLIEHHUKAM

6yMaXKHble JOKYMEHT WHpOpPMaLMEN MOryT NonacTb LLI@HC HanTK YTO-TO B
B PYKU MOLLEHHWUKOB Mycope

N UCNOb30BATbCA B paMKax
aTakKu Ha BAaC WK KOMNaHUo
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L. Ypansaite HeHYXXHble 3/1eKTPOHHbIe
AOKYMEHTbI

HeHyXHble Gannbl — 3T0 LMPPOBOK MYCOp, KOTOPbLIX MeLllaeT 6e3onacHomn paboTte

® O

Yoanenue ¢annos, KOTOpble YCTapenu unm KpoMe TOro, yaanesue Mycopa
bonee He HY>XXHbI, CH/UXXaeT BEPOATHOCTb UX 04YNCTKa Kella noMoratoT yaanutb
HECAHKLMOHNPOBAHHOI0 UCNOMb30BaHNA UK q)aVIﬂbI, KOTOpble MOTYT NOTEeHLManbHO
YTEUYKN MHPOpMALU NoBpPEeanTb CUCTEMY KOMMNbIOTEPA
[okymeHT co3aaH B anekTpoHHon copme. Ne 109946-Cn ot 16.09.2024. Ucnonnutens: CanernH T.H. B J/TEKTPOHHBIN
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HeussectHbie USB-ycTponcraea

USB-ycTpoicTBa —yno6HbIN 1 NONYASPHbIA CNOCO6
nepeaayn u XxpaHeHus aaHHbIX. OAHAKoO HeU3BECTHbIe
HOCUTENM MHGOPMALMK NPEeLCTaBNAOT CO6OM pUcK ans
6e30MacHOCTM BaLLEro KOMNbIOTEPA W BaLLIMX INYHBIX
LaHHbIX.

Ncnonb3oBaTtb
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HeussecTHoe yCTPOICTBO - 3TO BCEraa yrposa

& MoabpolueHHble GeLLKn ¢ BPeaoHOCHOW NPorpaMMon —
é paboTatoLumii cnocob Banoma komnbroTepa. 06bI4HO
COTPYOHMKM HE 3adyMbIBAOTCS 06 onacHOCTU @
NO3TOMY WX YaCTO UCMONb3YIOT MOLLEHHUKM AN
peann3auuy atak Ha OpraHu3aLunio

%> Jliobas dnelka MOXeT CofiepXaTb BPELOHO
é nporpamMmy Bpoge BadUSB, KkoTopasi 0TKpbIB
3N0YMbILLSIEHHUKAM [0CTYN B KOPNOPATUBHY
KOMMaHUM Yyepes Balll KOMMbOTEp
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YcTpoucTBa-Kunnepbl

B cB060AHOI Nnpoaaxe ectb GReLKu-youiLbl, KOTopble
MOTYT YHUYTOXUTb BaLll KOMMNbIOTEP

USB Killer Pro Kit V3 Standard Edition
etk | oot

B3 |

Brand new: Lowest price

$93.95

USB RUBBER DUCKY

$79.99
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C noMoLLbI0 NPOCTBIX TEXHOIOrUN
3/10yMbILUIEHHUKWU MOTYT 3aXBaTUTb KOHTPO/b:

[0MOMHUTENBbHOMO YCTPOUCTBA

Hap 6ecnpOBOAHON MbILLbI UK
Knaeuatypon — 6e3
HEnoCpeaCcTBEHHOro JOCTYNa K HUM, Ha
pacctosHuu 1o 100 Metpos

Q HaZ KoMnbloTepoM, eC/in K HEMY
NOAKNIOYEH Kabenb OT

EOER,
=

8

Hap, TenecoHOM Npu ero NOAKN0YEeHUH
K B3MI0MaHHOM CTaHLMK AN
NoA3apsaaKy B 06LLECTBEHHOM MecTe

[oKyMeHT co3fiaH B anekTpoHHol opme. Ne 109946-Cn o1 16.09.2024. VcnonHuTens: CanernH T.H. 0 3IEKTPOHHbINA
CtpaHuua 129 n3 160. CtpaHuua cosaaHa: 14.09.2024 13:28 =¥ TATAPCTAH



3awuTute cebs U opraHn3aumio

d

He noaknioyante Hem3BecTHble Gpnewku u apyrue USB-
YCTPOMCTBA K BaLLEMY paboyeMy KOMMbIOTEPY, AaXe eChu:

Bbl HALWAK UX B OPUCE UK HA CBOEM CTONE

e  KT0-TO Nnpucnan ux BaM no novte

e OHu BBLIrSAAT MUJIO

Takoe yCTpOWUCTBO CNOCOBHO
BbICTPO 3apa3unTb HE TONbKO

Ball KOMMNbOTEP, HO U BCIO
CucTeMy opraHusaumnm

=

Ecnu Bbl NOAKNIOYMTE 3apaXKEHHOe YCTPOMCTBO
K CBOEMY KOMMbKOTEPY, MOLLUEHHUKK CMOTYT
NONYYUTb JOCTYN K KAXZOMY HaXaTuo BaLLen
K/TaBULLX U pa3BepTbiBaTb Apyrue
BPeLOHOCHbIe NporpamMMbl No CBOEMY
XXENaHuio, 0CTaBNsAs BaC 6e3 3aLmTbI
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3awuTute cebs U opraHn3aumio

2 CkaHupyute
yCT p O Vl CT Ba Kaspersky Endpoint Security 12.0 ans Linux

Ecnu BaM HYXHO UCMO/Ib30BaTb
USB-HocuTenb, nepes 3anyckoMm
0653aTenbHO NPOCKAHUPYITE ero

Ha HanuuMe BPeaOHOCHbIX Rt i
NporpaMM C NOMOLLbIO

aHTUBMpYycHoro MO nnu Y & OSwosnenme
CheunanbHbiX NporpamM o e oo L TR

OTuetbl Xpauunuue Hactpowka Moapepxka

JnueHaun uctekaet yepes 140 aHen
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3awuTute cebs U opraHn3aumio

3 N3Bnekante USB-
YCTPOMCTBA NPaBUIBHO

N3BnekanTe ycTponcTea
6e3onacHo, cnegys MHCTPYKLMAM
BaLLel onepaLnoHHOW CUCTEMBI,
YT0bbI M36EXaTh NOBPEXAEHMS
[aHHbIX UK 060PYA0BAHMS
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3awuTute cebs U opraHn3aumio

4 Cobntopgante npasuna paboTbl C NIUYHBLIMM U
paboynmn USB-ycTpoicTeamu

He ucnonb3ynte NUYHbIE YCTPOMCTBA B BALLIEN
g paboyein cucteMe unn Ha KopnopaTueHoM [1K. 310
NpeaoTBpaTUT pacnpocTpaHeHue BpeaoHocHoro M0
Ha BCKO CeTb

XpaHute paboune USB-HoCUTENN B HALlEXKHOM
z@ MECTE U He 1laBanTe UMM Nonb30BaThC
NOCTOPOHHWUM NULAM

(
(
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3awuTute cebs U opraHn3aumio

5 OTKNIouMTE DYHKLMIO aBTO3aNycKa Ha
KOMMblOTEpE

E JTta hyHKUMA NpeaHa3HaYeHa 119 06HapyXeHus
= | 4 v aBTOMaTU4ecKoro 3anycka nboro USB-
yctpoincTsa, CD unu DVD, BCTaBNEHHOrO

nonb3oBaTenem

K coxaneHuto, yA0o6HbI MHCTPYMEHT MOXET C

é YrpO30M, ECNN HA CbEMHOM YCTPOMCTBE
NPUCYTCTBYET BPEAOHOCHbIA KO, KOTOPbIA MOX
BbICTPO PacnpOCTPAHUTLCS HA BCH CUCTEMY

[loKyMeHT co3fiaH B anekTpoHHol opme. Ne 109946-Cn o1 16.09.2024. VcnonHuTens: CanervH T.H. 0 INEKTPOHHbIA
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3awuTute cebs U opraHn3aumio

6 Mcnonb3yitTe naponu ans AocTyna K CBOUM
USB-ycTponcTeam

Wcnonb3oBaHKe naponei Ha
YCTPOWUCTBAX MOMOXeT
NpeLoTBPaTUTL KPaXy AaHHbIX

[loKyMeHT co3fiaH B anekTpoHHol opme. Ne 109946-Cn o1 16.09.2024. VcnonHuTens: CanervH T.H. - 0 INEKTPOHHbIA
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CouunanbHblie cetu
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Okono 60% cBeaeHuil, He0bX0aUMbIX
3M10yMbILUNEHHWUKY AN NPOBELEHUS aTaKMy,
MOXXHO NEerko HaTW, UCNOJb3Ya TONbKO
couManbHble CeTU.

BoopyXuBLUXCH 06LLEA0CTYNHON MHPOPMALNEN,
KWbepnpecTynHUK MOXXeT COCTaBUTb BaLL
COLManbHbIN NOPTPET U UCNONb30BATb Ero B
HecYNCNEeHHbIX NONbITKAX NPOHUKHYTb BO
BHYTPEHHIOI0 CETb BalLeil KOMNaHuu.

Y106bI HE [aTb TAKYH BO3MOXHOCTb
3N10YMbILLIEHHUKY, CNIeQyNTe NpaBunaMm
6e30MacHOro MCcnosb30BaHMa CoLManbHbIX
ceTten
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CraTucrTuka

Cnocobbl pacnpocTpaHeHnsa

wnmoHckoro MO 3% 2% = CaitTbl

B yCNelwHblX aTakax 9% _
Ha 4YacCTHbIX Ny, “
= 3N1eKTPOHHasA NoyTa

10%

42% (_ = CoynanbHble ceTu )

OduuUManbHble MarasmHbl
NPUNOMEHUA

= MecceHpwepbl 1 CMC-

o coobleHna
14%
14%
yCnewHblX aTakK » KomnpomeTauua
n p onﬂ NTCH KOMMNbOTEpPORB, CEPBEPOB
1 ceTeoro o6opynosaHus
Ha couManbHble
ceTn » [pyrue
20%

[lokyMeHT cosfaH B anekTpoHHoi dpopme. Ne 109946-Cn ot 16.09.2024. VicnonHutens: CaneruH T.H. 0 INEKTPOHHbIA
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CrtaTucrtuka

Bcero 1/3
POCCUSIH BO3AEPXNUBAETCS 0T 06CYXAEHMS
paboTbl B COLICETAX

OcTtanbHble He BUAST HUYEro ONacHOro B TOM, =
yTo6bI NPOLUTUPOBATL paboyyio Nepenuncky B e -
MECCEHKEpPaX, BbIIOXUTb 88 CKPUHLLIOT UNu G S
06CcyauTb paboyne HOBOCTM CO 3HAKOMbBIMM. &
@

B onpoce® npuHanu yyactue bonee 3 Toicay o
PECMOHAEHTOB U3 BCEX PErMOHOB

A

[lOKyMEHT co3naH B anekTpoHEABHERY REFHLILELKOER HEHPAcANAHTRANBAH U anerun T.H. 0 INEKTPOHHbIA
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1. MoaymManTte aBaxAbl, npexae YyeM
YTO-TO NY6/IMKOBATD

WHbOopMaLns, KOTOPYIo MOXET NOYUUTb

A O i Moanucartbes
3N0YMbILLSIEHHWK U3 COLManbHbIX CETEM:
— -

MecTononoXxeHne KOMNaHuu

Baluu f0MKHOCTHbIE 0693aHHOCTH
Pabounit agpec aNeKTPOHHOM NOYThI
CKpuHLOTbI becen

Homepa Tene¢oHOB 1 agpeca

Bawwe ¢uHaHCOBOE NONI0XKEHUe

He ny6nuKyiTe HAYero 13 aToro Cnucka, Ytobb!
NpesoTBPaTUTL aTaky Ha COTPYLHUKOB U
KOMMaHUIo

[loKyMeHT co3fiaH B anekTpoHHol opme. Ne 109946-Cn o1 16.09.2024. VcnonHuTens: CanervH T.H. . 0 INEKTPOHHbIA
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2. He octaBnsauTe uudposon cnen

()
®

He nybnukyiite BHyTpeHHol  J1060il BaLL NocT 0 paboTe Ha

WHOPMALMI0 0 KOMNAHUM B BHELLHWX NI0LLIAAKAX MOXEeT

COLMANbHbIX CETAX NOMOYb 3M10YMbILUAIEHHUKAM NpK
OHNaWH-pa3Beake

&

PelleHune — nepeHecTu
ny6nukaumm u o6LieHne B
3aKpbITble paboymne
MECCEHOKEepbl U CUCTEMbI

[okymeHT co3aaH B anekTpoHHon copme. Ne 109946-Cn ot 16.09.2024. Ucnonnutens: CanernH T.H.
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3. He nybnukyure

KOHPUACHUUANbHYIO MHPOPMALUIO

Hukorpa He genuTech C KOHGUAEHLUMANBHON MHPOPMaLIMel

1 2

0 KnueHTax CoTtpyaHukax

o 6

CtpykType Caenkax
opraHu3aumu

3

PaspaboTtkax
OpraHu3aLmum

7

Paboumx
npoekTax

L

Byxrantepckon
OTYETHOCTHU

Cucrtemax
3aLUUTb

[okymeHT co3aaH B anekTpoHHon copme. Ne 109946-Cn ot 16.09.2024. Ucnonnutens: CanernH T.H.
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JTanbl aTaky yepes couuanbHbie ceTu

Jdrtan 1 JdTtan 2 Jdran 3

Cbop AaHHbIX CkaHupoBaHue [MonyyeHue goctyna u
dTakKa Ha KOMNaHWK0
3N10yMbILLNIEHHUK COBMPAET AaHHbIE Ha aToM aTane Jlanblue 3/10yMbILLNEHHUK
0 NepcoHane 13 oTKPbITbIX 3/10YMbILUIEHHUK ULLeT UCnonb3yeT BCE CPeAcTsa ang
WCTOYHUKOB, @ TaKXe UH(POPMaLMIO 0 cnoco6bl NPOHUKHYTb B CETb U nonaziaHnsa BO BHYTPEHHIOW CETb U
BO3MOXHbIX YS3BUMOCTSX B 3aLLUTE: HalTu 6onee Kpaxu uHdopMaLmu.
NPOBOAHbIX U 6ECNPOBOAHbIX CETSX, KOH®UaeHLManbHyo OH paccbinaer noaaenbHble nucbMa
HacTpoikax 060pya0BaHus. nHdopmaumio — nposepsieT IP-  no kopnopaTUBHbIM agpecam,
Ha nepBoM Liare KW6epnpecTynHuky afpeca, akKayHTb! 1 YT0ObI BbIIBUTL COTPYIHUKOB,
LOCTYMHbI TONbKO AaHHbIe, KOTOpble WOEHTUGUKALIMOHHbIE JaHHbIe CK/IOHHbIX 10BEpsTb
MOXET HalTh Ntoboi nonb3oBatesb COTPYAHUKOB HEenpoBEepeHHON UHhopMaLNK
MHTEepHeTa
[okymeHT co3aaH B anekTpoHHon copme. Ne 109946-Cn ot 16.09.2024. Ucnonnutens: CanernH T.H. r'.?ﬂEKTPOHHbM
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Kn6epaTtaku U cnocob6bl 3alnTbl OT HUX

KnbepaTaka — 3T0 HECAHKLMOHMPOBAHHbIN JOCTYN K
NHDOPMALIMOHHOI cucTemMe / KOMMbIOTEPHON CeTH

YcneluHas ataka MOXeT CrpoBOLMPOBAThb YTEUKY AaHHbIX,
YTO NPUBEAET K UX KpaXe U1 MaHUNyNMpPOBaHMIO UMU. B
pesynbTaTe OpraHn3aLui HecyT GUHAHCOBbIE NOTEpH,

NOApPbIBAETCA 10BEPUE K/IMEHTOB, HAHOCHUTCS q

penyTaLMOHHbIN yLepb ﬁ
Ny

s

Y1obbl aTaku He NPpUBOANIN K nofobHbIM NOCNEACTBUAM,
HY>XXHO 3HaTb, KaKuX BUJ0B OHU bbIBAOT M KaK npaBU/IbHO
3aLUNTUTD OT HUX Cebsa U OpraHusauuio

)

[loKyMeHT co3fiaH B anekTpoHHol opme. Ne 109946-Cn o1 16.09.2024. VcnonHuTens: CanervH T.H. 0 3IEKTPOHHbINA
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1. MoutoBbIN UMK

by

Y10 310

Ataka c NMOMOLLbHO MEeTo0B
COLI,VIaﬂbHOVI WHXXEHepuu, npu
KOTOpOVI 3/10YMbILLIEHHUK
BblaeTt cebs 3a [l0BEpPEeHHOoe
Nnuo nnn opraHn3aLumio U
OTNPaBNdeT XepTse
noanenbHbie 3/IeKTPOHHbIE
MUCbMa

Kak peanusyercs

He 3Has 0 TOM, 4TO NUCbMO
MOLLIEHHMYECKOe, XepTBa
OTKPbIBAET €ro 1 Nepexoaut no
BPELOHOCHOM CCbI/IKE UK
OTKPbIBAET BNOXEHME.

B uTOre 3n10yMbILNEHHUK
nosyyaet gocTyn K
KOH(MAeHUUanbHON nHdopMaLuu
W YYeTHbIM IaHHbIM. OH Takxe
MOXET YCTAaHOBUTb BPEOHOCHOE
nporpamMMHoe obecneyeHue
(BpenoHocHoe M0) Ha ycTpoiicTBO
XepTBbl

Mepbl 3aLUUTbI

1. BHMMATENbHO U3YyYalTe 3NEKTPOHHbIE
nuUCbMa, KOTOpbIe Bbl NOJTyYaeTe.
BONbLWKMHCTBO GULLMHIOBLIX NMUCEM
cofepxat opdorpaduyeckue oWnbKu u
U3MeHeHns popmarta

MO CPaBHEHMIO C OPUTrMHANBHBIMY

2. He nepexoauTe no ccblikaM B nUCbMe
3. He 3arpyxaute ¢alnbl, NpUKPEnNeHHbIe
K MUCbMY OT HEM3BECTHOrO OTNPABMUTENS
4, 06HOBNgNUTE NOYTY W Bpaysep Ha
NOCTOSIHHOW OCHOBE

5. PeryngpHo MeHsinTe naponu

[loKyMeHT co3fiaH B anekTpoHHol opme. Ne 109946-Cn o1 16.09.2024. VcnonHuTens: CanervH T.H. - 0 3IEKTPOHHbINA
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2. TonocoBoi GULINHT (BULLKHT)

<P

Yto 310
PasHoBuaHoCTb
COLManbHoN
UHXEHEPUH,
“cnonb3yroLLas
TEXHOMOMUIO rosI0COBON
CBA3M

g

Kak peanusyercs
MOLLEHHMKM MCNONb3YIOT
TeNedOHHbIE 3BOHKU UK
rON0COBbIE COOBLLEHMS, YTOObI
BblAaTb cebs 3a HacTosLLMe
KOMMaHUM 1 06MaHOM 3aCTaBUTb

Bac NepeBecTV UM IeHbIM Ui
PaCKPbITb IMYHYI0 MHPOPMaLI

o

Mepbl 3aLWUUTbI

1. He oTBevaitTe Ha TenedOHHbIE 3BOHKU C HEU3BECTHbIX
HOMEpOB

2. lpu ManeLweM Noao3peHnn Knagute Tpyoky 1
CaMOCTOSITE/IbHO Nepe3BaHUBaNTE B OPraHn3aLuio, U3
KOTOPOW SIKOBbI 3BOHAT, N0 HOMEPY C 0ULMANBHOIO
canta

3. Hukorpaa He coo6LuainTe NOCTOPOHHUM NHOASM NINYHYIO
WH(OPMALMIO, TAKYI0 Kak HOMepa 6aHKOBCKMX CYETOB,
nacnopTHble aaHHble, CHUJIC, MHH, naponu u Koabl
ABYX(aKTOPHOW ayTeHTUPMKaLUK

4 MNpoeepbTe HOMEP, C KOTOPOro BaM 3BOHST, Uepes
WHTEPHET-MNOUCKOBUKM

5. MoLLeHHMKK byoyT Bac TOPONUTb, HO CAeNaiTe nayay,
noayManre Baxzpl, NPEXe YeM YTo-T0 NpeanpuHuMaTh

[okymeHT co3aaH B anekTpoHHon copme. Ne 109946-Cn ot 16.09.2024. Ucnonnutens: CanernH T.H.
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3. CMC-¢duwunr (cMuLmHr)

R

Y10 370

ATaka ¢ noMoLLbI0 METOA0B
COLIMANbHOW MHXEHepuK, B
KOTOPOW UCnonb3ylTcs
nopgenbHbie CMC-coobLieHus.
Nx uenb — 06MaHOM 3aCTaBUTb
Nofen 3arpysuTb
BpenoHocHoe M0, nogenurbes
KOH(UAEHLMANbHO
WHpOpPMaLMen Unu OTNPaBUTb
OEHbIM KNbepnpecTynHukam

Kak peanusyercs

3/10YMbILLNEHHUK OTNPABIISIET XEPTBE
TEKCTOBOE CO06LLEHME 9KObbI 0T
3aKOHHOr0 UCTOYHMKA, HanpuMep
rocyupexmneHns, 6aHka unm u3BecTHoOM
KOMMNaHuu.

Coob6LLeHNe BbI3bIBAET OLLYLLEHME
CPOYHOCTM WM UHTEPECA W BbIHYXAAET
XXEpTBY NepenTn No GULIMHIOBON CCbIKE
WNW 3arpysuTb BPEAOHOCHDBIA (aiin.
MOLLEHHUKM TaKXXe MOTYT BbljaBaTh Cebs
3a CNnyx6y noaaepXKu, HayanbHUKa,
KOJ/Iery uim poacTBEHHUKA

o

Mepbl 3aLWKTbI

1. He oTBevaiiTe Ha CO06LLEHNS C
HEW3BECTHbIX HOMEPOB

2. He nepexoaute no ccblikam B
COOBLLEHNN, He OTKPbIBANTE U He
CKaumBamTe BNOXEHUS

3. [poBepsiTe HOMep, C KOTOPOro
npuwno CMC-coobLuexune, yepes
WHTEPHET-NOUCKOBMUKM

4, bnokupyiTe HoMep TenedoHa, ¢
KOTOPOro npuLuno nogo3purensHoe CMC-
coobLeHune

[okymeHT co3aaH B anekTpoHHon copme. Ne 109946-Cn ot 16.09.2024. Ucnonnutens: CanernH T.H.
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4. ATaku yepe3 couuanbHble ceTy

Y10 310

ATtaka ¢ noMoLblo COLl.MaﬂbHOﬂ
WHXXEHepuu, Npu KoTopon
3/10YMblLLIEHHUK UCNONb3YET
WHOPMALNIO U3 OTKPbITHIX
UCTOYHUKOB

N

Kak peanusyercs

Okono 60% nHpopMaLmm, HeobXoaUMOiA
310YMbILLNIEHHUKY

019 NPOBEeHMNs aTaKu, OH HAaXoauT B
COLManbHbIX CETSX.

MoToM KnbepnpecTynHuk cocTaensier
COLManbHbI NOPTPET W UCMONb3YET ero B
BeCcUMCNEHHbIX NONbITKAX NPOHUKHYTb BO
BHYTPEHHIOK CETb OpraH13aLmm

Mepbl 3aLWKTbI

1. He nenutecb KOHPUAEHLMANBHOK
WHdOpPMaLMei B COLCETSX

2. He npuHuMaliTe 3anpochbl Ha
[06aBneHme B py3bs OT HEU3BECTHbIX
0Jen, Aaxe ecnu y Bac ecTb obLume ¢
HUMU Apy3bs

3. PerynsapHo MeHsiTe naponu

4, He ncnonb3yinre oanHaKoBble Naponm
ONS PasHbIX aKKayHTOB

[okymeHT co3aaH B anekTpoHHon copme. Ne 109946-Cn ot 16.09.2024. Ucnonnutens: CanernH T.H.
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Kewuc

Ha ¢orto, KoTopoe
ony6i1KoBana coTpyaHuua B
couceTu, nonana
KOHUAEHLMaNbHas
UHDOPMaLMS, YTO NPUBENO K
YTEUKEe [aHHbIX KOMNaHUu

[loKyMeHT co3fiaH B anekTpoHHol opme. Ne 109946-Cn o1 16.09.2024. VcnonHuTens: CanervH T.H. r. 0 INEKTPOHHbIA
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5. lporpaMMbI-BbIMOraTenu

Y10 3710

Tun ataku ¢ NOMOLLbI
BpenoHocHoro M0 ang
3apaXxxeHns YCTponcTea
XEPTBbl — KOMMbOTEPA,
NpUHTEpPa, CMapTdOHa,
HOCWUMOrO YCTPOWUCTBA UMK
APYroi KOHEYHOM TOUKM

N

Kak peanusyercs
310yMbILINEHHUK BIOKMpPYET 1
WKdpyeT faHHbIE XEPTBbI,
BaXHble (ailnbl, a 3aTeM Tpebyet
onnaty 3a pa3ba0KUpoBKY M1
paclundpOoBKY faHHbIX

Mepbl 3aLWUTbI

1. Ucnonb3yitTe aHTUBMPYCHOE
nporpaMMHoe obecneyeHne

2. [lenaitTe pe3epBHOE KONUPOBaHWE
OQHHbIX

3. bynbTe 6auTeNbHbI U HE NepexoauTe no
NoA03PUTENbHBIM CCbIfIKaM

4, PerynapHo 06HOBNISINTE ONEPaLMOHHYH
cuctemy, bpaysepbl 1 apyrue
NPUNOXEHUS

5. HemeanenHo coobuaiite B UT-o1aen 06
WHUMOEHTE

[okymeHT co3aaH B anekTpoHHon copme. Ne 109946-Cn ot 16.09.2024. Ucnonnutens: CanernH T.H.
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lMpuMepbl NnporpaMmbi-BbiMOraTens

CTpax nepef KOpOHaBUPYCHON MHBEKLMEN
-%‘ (COVID-19) wupoko uenonb3osancs
KnbepnpecTynHUKamu.

lporpamma-BbiMoraTtesnb CovidLock 3apaxaer
YCTPOMCTBA XXepTB Yepe3 BPeaoHOCHbIE dainbl,
obeLLas npeaocTaBuTb 6o/blue UHGOpMaLUK 0
6onesHu

Mocne ycTtaHoBku CovidLock wudpyet faHHbie
c yctpoucte Android 1 3anpeLuaer XxepTeam
A0CTYN K HUM. YTObbI Er0 BEPHYTb, HY>KHO
3annaTtuTb BbIKyn B pasmepe 100 gonnapos

[okyMeHT co3aaH B anekTpoHHoi chopme. Ne 109946-Cn ot 16.09.2024. UcnonuuTens: CanernH T.H. 0 3IEKTPOHHbINA
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6. Bpyrdopc-aTaka (aTaka rpy6oii cunoi,
WK aTaKa noHbIM nepe6opom)

Y10 3710

Mertof B3/10Ma, NpY KOTOPOM
3M10YMbILLNEHHUK nogbupaet
pasHble BapUaHTbl NOrMHOB,
naponen u Knyen
WirhpoBaHUS ANs NONYYEHNS
A0CTYNa K 3aLUMLLEeHHbIM
OaHHbIM

N

Kak peanusyercs
3N0YMbILNEHHUK NPUMEHSIET
pasnnyHble NporpamMbl,
WHCTPYMEHTbI UK
cucTeMaTuyeckuin nepebop Bcex
BO3MOXHbIX K0M6MHaLl,VIl7I, NMoKa

O[lHa M3 HUX HEe OKaXeTcs BEPHOM.

Y106bI yrafaTh Naponb, OH MOXET
NCMONb30BaTh Tak Ha3blBaeMble
COBapy naposnei, KoTopble
COZIEPXaT YXXe U3BECTHbIe
No/b30BaTeNbCKUE KOMBUHALUK
CMMBO/IOB

Mepbl 3aLWUTbI

1. Ucnonb3yitTe ABYX(DAKTOPHYIO
ayTeHTUDUKaLMIO

2. YBENUUbTE [IMHY U CNOXHOCTb Napons,
Ucnonb3ys 6yKBbl B Pa3fMYHOM PErUCTPE,
undpbl, @ TaKXe cnewmanbHble CUMBOSbI
3. PerynsapHo MeHsiUTe naponu

4, Wcnonb3yiTe pasHble Naponum o
pa3sHbIX aKKayHTOB

[okymeHT co3aaH B anekTpoHHon copme. Ne 109946-Cn ot 16.09.2024. Ucnonnutens: CanernH T.H.
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7. Wi-Fi-aTtaka

Y10 310

Kubepartaka, npu KOoTopon
TPeTbs CTOPOHA
nepexeaTbiBaeT COOﬁLI.I,eHMFI
MeXxay AByM4 y4aCTHUKaMM.
BMecTo TOro yt06bI [aHHble
nepeaaBanucb HanpgaMyro
MEXIY CEPBEpOM U KIIMEHTOM,
9Ta CBA3b pa3pbiBaeTCca
3/10YMbILLJIEHHUKOM

N

Kak peanusyercs

locne nepexsata COEANHEHUS
3M10YMbILLNEHHUK MOXET
NOAMEHUTb CaMT, Ha KOTOPbIN Bbl
nepexoauTe, NOAYYUTb AOCTYN K
BALUWUM KOHTAKTaM, JIMYHbIM
COOBLLEHUSM, NAPONISAM U T. .
3N0YMbILLMEHHUK TAKXE MOXET
noaaenatb KHonky «3abbiin
naponib?» U CHPOCMTb BaLLIN
YYETHble [laHHble, 3a6/10KMpOoBaB
BaM [0CTYN KO BCEM YYETHbIM
3anucam

Mepbl 3aLWUTbI

1. He noaknoyanTech K 06LLECTBEHHBIM
ceraMm

2. UcnonbayiiTe AByX(aKTOPHYI0
ayTeHTUPUKALMIO

3. YBenuybTe 4/IMHY U CNOXHOCTb Napons,
Ucnonb3ys 6ykBbl B pa3HOM PErucTpe,
UMdpbI U cneuuanbHble CUMBOSbI

4, PerynsipHo MeHsiiTe Naponu

5. He ucnonb3yiTe oauHaKoBble Naposu
ONS PasHbIX aKKayHTOB

[okymeHT co3aaH B anekTpoHHon copme. Ne 109946-Cn ot 16.09.2024. Ucnonnutens: CanernH T.H.
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8. ATaka «ycnyra 3a ycnyry»

Y10 3710

HuskoypoBHeBas ¢opmMa
B3/10M3, OCHOBaHHas Ha
COLMaNbHON MHXXEHEPUM

N

Kak peanusyercs
3HOYMbILIJrIeHHVIKVI 3BOHAT NO
CﬂyqaﬁHblM HOMepaM, yTBepXxaad,
YTO OHU U3 Cﬂy)KﬁbI TeXnoaaepxku,
nnpepnaratTt KaKYIO-ﬂVI60
MOMOLLb.

Ecnu yenoseky LeNCTBUTENIbHO
HY)XXHbI NOA0BHBIE YCNYIH,
MOLUEHHUKWN «TOMOratoT» peLunTb
T€ UNKU UHble I'Ip06r|eMbI U B UTore
NoNyyaloT AOCTYN K YCTPOUCTBY
XepTBbl W11 BOSMOXHOCTb
3anyckaTb BpeJOHOCHOEe no

Mepbl 3aLWUTbI

1. Hukorpa He npefocTaBnsguTe CBOK
JINYHYI0 MHGOPMALMIO

2. Bcerpa noaseprante COMHEHUIO
NoA03pUTENbHbIE NPEAIOXEHMS

3. 0bHOBNSINTE AHTUBMPYCHOE
NporpaMMHoe 06ecneyYeHne Ha CBOMX
yCTpOMCTBaX
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9. Scareware

Yrto 310

TakTuKa Kubepartaku, npu
KOTOPOM 3/10YMbILLJIEHHUK
nyraet Ntogen aKobbl
NoceLLeHUeM NOAAENbHbIX
NMB0 3apaXKeHHbIX CauToB UK
3arpysKoi BpeLOHOCHOr0
NPOrpaMMHOro obecneyeHus

N

Kak peanusyercs

Araka nyratowiero 10 yacTo
3anyckaeTcs Yyepes BCM/bIBaoLLME
OKHa. OHN NOSBNSIOTCA Ha 3KpaHe
nonb30BaTeNs, Npeaynpexaas o
TOM, UTO €ro KOMnbloTep Um
daitnbl bbINK 3apaXxeHsbl, a 3aTeM
npeanaras peLleHue.

ATaka HanpaeneHa Ha T0, YTo6bl
HanyraTb Nt0fei ¥ 3aCTaBUTb UX
nnatuTb 3a M0, KoTopoe 9KobbI
obecneynsaet BbICTPOE peLeHne
«Npo6neMbl»

Mepbl 3aLWUTbI

Ncnonb3yitte M0 TONbKO 0T 0GULMANbHBIX
NOCTaBLLMKOB

2. VirHopupyiTe BCe HEOXMAAHHbIE
BCM/IbIBAOLLME OKHA, NPeaynpexmneHus o
HOBbIX BUPYCaX WK NPEAN0XEHUs
3arpyautb 6ecnnatHoe M0

3. Hukorpaa He HaXxuManTe KHOMKy
«3arpysuTb» W BCerga 0CTOPOXHO
3aKpbIBailTe 06bABNEHUS

4. Vicnonb3yiTe 610KMPOBLLUKK
BCM/IbIBAOLLMX OKOH U GpunbTpbl URL-
afpecos

5. Coobuiaiite B UT-01aen 06 MHUMAEHTaX
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10. Ataka drive-by download

Y10 3710

BpenoHocHbIe aTtakuy,
npoucxogsLime npu
NOCELLEHUM NONb30BaTENEM
B3/10MaHHbIX
KnbepnpecTynHuKamMu CaiToB
WK NPYU NONbITKE OTKPbITb
3apaxeHHoe HTML-
CO06LLEHME B 3IEKTPOHHON
noure

N

Kak peanusyercs
KubepnpecTynHuKu 06bI4HO
UCNOMb3YIOT aBTOMATUYECKME
3anpocbl 3/IEMEHTOB YNpaB/eHus!
Internet Explorer — ActiveX.
BpenoHocHas nporpamMma MoxXeTt
aBTOMATMYECKM YCTaHABNNBATLCS
Ha BaLl [1K, cMapTOoH unu
nnaHwert 6e3 HaxaTus Ha Beb-
CCbIIKY.

Jlpyron BapuaHT yCTAHOBKU — B
BM[E BCM/IbIBAKLLEr0 OKHA

Mepbl 3aLWUTbI

1. UIrHOpuMpyWTE BCE HEOXMAAHHbIE
BCM/IbIBAOLLME OKHA, NPeaynpexmneHus o
HOBbIX BUPYCaX WK NPEAN0XEHUs
3arpysutb 6ecnnatHoe 0

2. Hukorga He HaXuMmamTe KHOMKY
«3arpysuTb» W BCerga 0CTOPOXHO
3aKpbIBailTe 06bABNEHUS

3. Mcnonb3ayiite 610KMPOBLLMKM
BCM/bIBAKOLLMX OKOH U dunbTpbl URL-
afpecos

4, Ypanqinte HEHYXHble NporpaMmbl 1
NPUNOXEHNS

5. Coobwiaiite B UT-01aen 06 MHUMAEHTaX
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Pexomenganun MuHucrepcTBa uuppoBoro pasBuTus, CBA3u 1
MaccoBbIX KOMMYHuKauuil Poccuiickoit @enepannu no 3pPeKTUBHOMY
PACNO3HABAHUIO (UIIMHIOBBIX MHCEM

@Gumuar (anra. phishing) — BHI HHTEPHET-MOIICHHUYECTBA, IEJBIO
KOTOPOTO SBJISIETCS TMOJYYCHHE HWICHTU(PUKAIIMOHHBIX MaHHBIX IOJb30BaTENCH
(JtoruH, mapoab, HOMEpP KPEAUTHOW KapThl M Jpyrol KOH(PUIECHUIUATBHOM
nHpopManm), a TaKXKe 3alMyCK BPEIOHOCHOIO MPOrPaMMHOTO oOecredeHus Ha
KOMITBIOTEPE MOJIb30BATENS.

Takoil BUJ HHTEPHET-MOIIEHHUYECTBA, KaK MpaBUJIO, OCHOBAaH Ha
MICUXOJOTUYECKON MAHUTTYJISILIMM U €T0 1IE€JIb — BBIBECTU YE€JIOBEKA HA TAKKUE IMOIIUH,
KaK HHTEPEC, CTPaX, dKaJHOCTh, 3710CTh, JKEJaHUE TTOMOYb. JTO MO3BOJISIECT OCIA0UTh
KOHIICHTPAIINIO YEJIOBEKA, YCHIMUTh €ro OIUTEIHHOCTD.

Tak, npuMEeHEHUE Pa3IMYHBIX IICUXOJIOTUYECKUX MPUEMOB JI€TIA€T TAKOW BU]I
WHTEPHET-MOIIICHHUYECTBA 4pe3BbIYaliHO dJ(P(EKTUBHBIM, B TOM YHCIEC B
OpraHu3aIusx.

IMpumep. /15 3710yMBIIICHHUKA HE COCTABIISIET TPYAA HANTHU B OTKPBITHIX
UCTOYHMKAaX HHGPOPMAIMIO O CTPYKType Bameit opraHuzanuu, onpeaeauThb
KJIFOYEBBIX JOJDKHOCTHBIX JIMIL W JOMEH KOpIOpPAaTUBHOW mouThl Bamei
OpraHu3aluu. JTO MO3BOJSET 3TOYMBIIUICHHUKY CIeNaTh (DUITUHTOBYIO PACCHUIKY
IPUMEPHO CIEAYIOIIETO COAEPKAHUA: «YBaxkaeMblil ....! B mepuon ¢ 1 mapra no 3
anpesniss YmpaBieHUEM HH(DOPMAIMOHHBIX TEXHOJOTUNA TMPOU3BOJUTCS PEBU3HS
MOYTOBBIX SIMIUKOB COTPYAHHUKOB .... Bce Heucnonb3dyemble TOYTHI OyAyT
OTKJIIOYEHBbI. Eciii BBl MOJYyYWJIM JAHHOE MUCHBMO M IUIAHUPYETE HCIOJIb30BATh
JAHHBIA TIOYTOBBIM SIIUK B OyaymieMm, Impochba ONepaTUBHO BOWTH B JIMYHBIN
KaOWHET O CIEAYIOIMIEH CChUIKE:. .. ......»

[Tpu 5TOM cChUIKa, KOHEYHO K€, BEJIET Ha MOIEIbHYI0 (JOpMY aBTOpU3AIUU
B KOPHOPATUBHYIO NOUTY. ECIIA TOT MM MHOUM COTPYTHUK OPraHU3ALIMU BOBPEMS HE
MOMMET, 4TO JaHHAs PACCHUIKA ABJISACTCS (DUITUHTOBOM, U MEPEHACT MO CChUIKE, OH
OKa)KEeTCsI Ha CTPaHUIIe, KOTOpas BHEITHE HEOTIMYUMA OT HACTOSIIEeH HOpMBI BBOAA
YYETHBIX JOaHHbIX. KOHEUHO e, BBEAs JIOTMH W MapoJib, TAKOM COTPYIHHK
«10OPOBOJIBHOY» MEPEACT UX 3JI0YMBIIUICHHUKAM.

IlepBoHayanbHbIE ACHCTBHUSA NP MOJYYEHHH JIEKTPOHHOI0 MUCbMA:

Ecnu Bbl monyuunu mucbMo, B KOTOpoM OT Bac TpeOyroT kakoro-inubo
B3aHUMOJICMCTBUSA, B TOM 4YHCIIE HE3AMEJJIUTEIBHOTO, WM K€ TaKOE€ MHCHBMO
BbI3bIBAET y Bac moOOMBITCTBO, YyBCTBO CTpaxa WM MOOYXKIAeT K ACHCTBHUSIM,
HarpuMep, KOTKPON», «IIPOUHTAIl», «O3HAKOMBCS», TO 3aJlyMaiTeCh U 3a/1aiiTe cede
CJIEAYIOLIHUE BOIIPOCHI:

0KHIAI0 JIU S DTO ITUCHMO?

€CTb JIU CMBICJ B TOM, YTO OT MEHS TPeOyIoT?

3HAKO JIM S aBTOpa 3TOro nuchma?

YBEPEH JIM 51 B 0€30MaCHOCTH MOJYYEHHOTO 3JEKTPOHHOTO MUchma?

[okymeHT co3aaH B anekTpoHHon chopme. Ne 109946-Cn ot 16.09.2024. UcnonHutens: CaneruH T.H. r'3ﬂEHTPOHHbIﬁ
CtpaHunua 157 us 160. CtpaHuua cosgaHa: 14.09.2024 13:28 =¥ TATAPCTAH



Ecnu oTtBeT XOTst Obl Ha OJMH M3 O3BYUEHHBIX BBIIIE BOIMPOCOB «HET» -
BHUMATEJIbHO NPOAHATU3UPYUTE COAEPKUMOE MHChbMa M, MPU HEOOXOAMMOCTH,
CBSDKMTECH JIJI1 KOHCYJIBTAllUU C IPEICTABUTEIEM TEXHUUECKON NOEpKKH Bameit
OpraHU3alNH.

Nmelite B BUly, 4TO 0COOOT0 BHUMAaHUS TPeOYIOT MUCbMa, KOTOPBIE:

coJiepaKaT CChUIKY JIJIsl Iepexo/ia Ha CTOPOHHUM pecypc (BO3MOXKHO, CChUIKA
BeJIeT Ha (PMIIMHTOBBIN NOAJENbHBINA pecypc). [lpu 3ToMm erite 6oblIero BHUMaHUS
3aCIIy’KUBAIOT MHUCbMA, COAEPIKAIINE «KOPOTKHE CCBUIKM», TAK KaK HEBO3MOXHO
ONPENIENNTh, KyJla BEAET TaKasl CChLIKA;

coliepKar BiIOXeHUE (BO3MOXKHO, (ailil COAEPKUT BPEIOHOCHBIA KOJ ISt
3apa)K€HUs Balllero KOMIIbIOTEPA);

COCTaBJIEHbI HA UHOCTPAHHOM $I3BIKE;

UMEIOT 0OJIBIIIOE KOJMYECTBO MOJIyyaTenei;

cojepxkar opdorpaduieckue oMok,

CBs3aHbl C (DUHAHCOBOHM, OAHKOBCKOM c(epoll WM TeONOTUTHYECKON
00CTaHOBKOM.

Kak ananu3upoBaTh 3JIeKTPOHHBbIE MUCHbMA?

1. TlpoBepbTe aapec oTmnpaBUTENs (IOMEH ajapeca dJEKTPOHHOW IOYTHI, C
KOTOpPOW NPHUIUIO MHCHbMO, MOJDKEH COBIAJaTh C JOMEHOM, YKAa3aHHbBIM Ha
oQUIMANTBHOM CalTe OpraHu3aliii, OT UMEHU KOTOPOUl AKOObI HAlpPaBJIEHO MUCHEMO,
a JIOTMH TaKOM IMOYTHI, B CBOIO OYEPE/Ib, JOJIKEH COBNAATh C IPUHATON JJOTUKON UX
MOCTPOCHHMS B TOM WM MHOW opraHu3anun). [IpoBepsiiTe agpec oTnpaBUTENs, Jaxe
B CJIy4ae COBMHAJECHUSI UMEHU C YK€ U3BECTHBIM KOHTAKTOM;

2. IIpoBeppTe MOJHOE MMSI OTHPABUTENS (IJs MPOBEPKU MOJHOIO UMEHH
OTIPABUTENS, HABEIUTE KYPCOP MBILIKHU Ha YKa3aHHOE B ITUCbME UMSI OTHPABUTES )
U 3aTeM [MPOAHATU3UPYUTE BBICBETUBIIMUCS AAPEC DJJIEKTPOHHOW IIOYTHI B
COOTBETCTBHHM ¢ HH(POpMaIuen u3 opUIUaIbHBIX HCTOYHUKOB (CM. ITYHKT BBIIIE);

3. IlpoBeppTe, NMpU HATUYUU, CCHUIKH, AAXKE €CIM MUCBMO IOJYYEHO OT
JpyToro moias3oBatens Bamielh nHQpOpMaIMOHHONW CUCTEMBI, U TIOMHUTE O TOM, YTO
cam (akT HampaBieHHs Bam 1o 3JI€KTpOHHOM NOYTe CCBHUIOK, BEAYIIMX Ha
CTOPOHHHUMW pecypc, ABIAECTCS NOJO3PUTEIIBHBIM:

- oOpartuTe BHMMaHHE Ha Ha3BaHHE caiiTa, HA KOTOpHIA Bam mpenmararot
nepeitu. B HeM MoxkeT ObITh U3MEHEH MOPSAI0K OYKB WM, HAPUMEDP, HEKOTOpbIE
OYKBBI MOTYT OBITH 3aMeHEHBI Ha IUGpsl (Hampumep, www.sObranie.ru). Kpome
TOro, JJIsi BBEIEHUS B 3a0JyXJIEHUE 3JIOYMBIIUICHHUKOM MOIYT OBITh
MCITI0JIb30BaHbl CIELUATU3UPOBAHHBIE CEPBUCHI COKPALIEHUS! CCBUIOK (HampuMmep,
bit.ly, tinyurl.com);

- HaBEAUTE KYpCOpP MBIIIKM Ha CChUIKY (He HAaKHUMasi HA Hee, CChLIKA
NMOSIBUTCH MJIHM PSAOM C KypCOPOM WJIM B JIeBOHl HMKHell 4acTH OKHA) U
npoBepbTe, uT0OBI URL, ykazanHbIi B 25IeKTpoHHOM coobmenun, u URL,
0TOOpakaeMblil P HABEJIEHUH Kypcopa Ha CChUIKY, COBIAAAIIN;
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- TaKkke Bbl MOXeTe BpyuHYIO (HE KONUPYsl €€) BOUTh MOJYyYEHHYIO CChUIKY B
CTpOKE MOUCKOBOM cuctemsl (AHaekc, mail.ru u ap.). Takoit meToa mo3Boaut Bam
3aMETUTh BO3MOKHBIE «OIIMOKN» B MOJYUYEHHOH CCBLIKE;

4. IlpoBepbTe HaIMUKE BIOXKEHNUW. Ecy oTpaBUTENb, SJIEKTPOHHOE TUCEMO
U MPUYMHA, IO KOTOpPOi Bac mpocsT OTKPBITH BIOKEHHE, BBI3BIBAET Ja)Ke cCaMoe
HE3HAUUTEIbHOE TI0JI03PEHUE — HU MPU KAKUX 00CTOSATEIBCTBAX HE OTKPBIBAITE €ro.

5. OOpaiaiiTe BHMMaHHE Ha BO3MOXXHBbIE ONEYaTKH, opdorpaduueckue
OMOKH, OOJBIIOE KOJIMYECTBO TMPONUCHBIX OYKB, COBIAJICHUE Ha3BaHUI
OpraHM3aluy, WMEHHM OTIPABUTENS M COAEPKUMOTO B TEKCTE SJIEKTPOHHOIO
UChMa;

6. Eciu monydeHHOE NHCHbMO BBI3BIBAET COMHEHMS, MO BO3MOKHOCTH,
CBSDKMTECH C OTIIPABUTEIIEM WIIM CO CIIPABOYHOM OpraHM3aluu, OT KOTOPOW IMPUIILIO
TAaKO€ AJEKTPOHHOE MUCBMO, IO IPYroMy KaHaily cBsi3U. lIpu 3TOM KOHTakTHBIE
JaHHBIE HY>)KHO OpaTh U3 aBTOPUTETHBIX UCTOYHUKOB, HAIIPUMEP, Ha OULIUATEHOM
caiiTe OpraHM3aliy, a HE U3 HalpaBJIeHHOro Bam nuceMma.

Yro nenarsb, ecau Bol 00HAPYKHIM (PUIIUHTOBOE MHCHBMO?

1. He nepexonute mo cchuike, 0COOEHHO, €CIM OHU JJIMHHBIE WIIH, HA000POT,
CO3/J1aHbI ITPU IOMOIIIH CEPBUCOB COKPALIEHHUSI CChUIOK;

2. He Ha)xumaiTe Ha CCbUIKH, €CJIM OHU 3aMEHEHBI Ha CIIOBA;

3. He xonupyiite aapec CChUIKHU;

4. He oTkppIBaliTe M HE CKAauyMBalTe BIOXEHHs, OCOOCHHO, €CIU B HUX
coziepKaTcsi JOKYMEHTBI C MaKpOCaMH, apXUBBI C MapojsiMu, a Takke (ailsbl C
pacmmmpenusmu RTF, LNK, CHM, VHD;

5. He moarpy»xaite KapTUHKU OT HE3HAKOMBIX JIFOJICH;

6. He 3amyckaiiTe Makpochl B OPUCHBIX MPUIOKEHUAX (MAKPOC — 3TO HAOOP
KOMaHJI U HUHCTPYKIHH, TPYNIUPYEMBIX BMECTE€ B BUAEC E€AUHON KOMAaHIbI IJIS
ABTOMAaTHYECKOTO BHIMIOJIHEHUS 3a7a4H.);

7. He nmepechliaiiTe nucbMa KoJuleraM;

8. Ilpoundopmupyiite ciyx0y TEXHMYECKOW TIOIJIEPKKH  CBOEH
OpraHu3aluy/aIMUHUCTpAaTOpa HH(OPMAILIMOHHOW CHUCTEMBI, HAlpaBUB €MY
MIOJIYYEHHOE ITMCbMO KAK BJIOJKEHHeE;

9. Yanute QUIIMHTOBOE MUCHMO.
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Jlnct cornacosanus k gokymeHTy Ne 109946-Cn ot 16.09.2024

WHnunaTop cornacoBaHus: CanernnH T.H. 3amecTuTenb HavanbHUKa YnpaBneHns MHPOPMaLUMOHHbBIX TEXHOMOMNA K
CBSI3M - HavarnbHUK oTaena nHdopmaulmMoHHoM 6e3onacHoCTH

CornacoBanue nHnyumpoBaHo: 14.09.2024 13:30

Jlnct cornacoBaHus Tun cornacoBaHus: nocneaoBaTenibHOe
N° 7o) MNMepepaHo Ha Cpok Pe3ynbTar 3amevanuns
BU3y cormnacoBaHusi cornacoBaHusi
1 Vwarosa J.H 14.09.2024 - CornacosaHo )
o 13:30 16.09.2024 - 07:53
16.09.2024 - CornacoBaHo W.0. 3PUK - N.U.Carmma
2 | Taanes 3.A. 07:53 16.09.2024 - 10:02  #+os
16.09.2024 - LiMoanucaHo )
3 | Canumastos N.U. 10:02 16.09.2024 - 13:26
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